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2.1
2.1.1.
CA

CP
PKI

© N AN

2111
1A
SHALL
1A
SHALL
1A CP44

2112 CA
1A
CA CP

CA
SHALL

CP
SHALL
CA

2113
CA
CPS

CA CPS
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SHALL
CP 213
CA
CA
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SHALL

(CRL)

CA

CA CA

MAY

LRA

SHALL

SHALL
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CP34.2
SHALL CA
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MAY
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2123.
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4.CA PKI
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6.CA SHALL
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SHALL CA

8.CA SHALL
9. CA
SHALL
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PKI RA RA
PKI RA SHALL

1. RA
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2.RA
3.RA
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2.3.
CP

24.
24.1.
CP 1SO 17799:2000 CP
CP

24.2.
CP CP 1
SHALL
CP CA RA CP

24.3.



2.5.

CpP
2.6.
26.1. CA
CA
1.CA CA
2. CP
3. CP
4. CA
2.6.2.
CA CA
CP 4.4
2.6.3.
CP CPS
2.64.
RA CA
1 24

2. 1SO 17799-1:2000

2.7.
PKI

2.7.1.

CP CA

SHALL CA

PKI

2.7.2.
CA CA
2.7.3.
CA
2.7.4.
SHALL CpP

CpP

CA

SHALL

CP
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SHALL

PKI

SHALL

CPS

SHALL
Web URL

SHALL

SHALL
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2.8.6.

SHALL
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CA

CPS
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3.1
311
CP
Distinguished Name CountryName
LocalityName OrganizationName OrganizationUnitName CommonName SurName
GivenName e-mail CountryName ISO 2
JP CommonName
SubjectDN 1A
CommonName (serialNumber uid ) ID
CommonName

LocalityName OrganizationName OrganizationUnitName
SurName GivenName

3.1.2.

3.13.
CP

314
CA

3.15.
CcP
SHALL

3.16.
CP

3.1.7.
CA CA

3.18.

RA SHALL CA RA
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SHALL
RA
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14 32

MEDIS
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3.1.9.

RA SHALL CP
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3.2
321 CA
CA
SHALL
322. RA
RA
SHALL
3.2.3.
3.3.
331. CA
332. RA
3.33.
34.
341 CA
PKI
1
2.
3.

@)

RA SHALL
SHALL
SHALL
RA
SHALL
SHALL
CA CA

CA

13

CA



34.2.

N

34.3.

N

RA

CA

CA
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CA

SHALL

RA
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4.2.
CP
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5.CA CpP

RA
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44.2.

1A RA

CA
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PKI CA

CPS

CPS
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4409.

4.4.10.
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CA
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44.13.
CP
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CP

CA
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CA

PKI
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4.4.15.
CA CA MEDIS

45.

ISO 17799-1:2000
ISO/IEC17799:2000

8
9
10
12
4.6.
1ISO 17799-1:2000
ISO/IEC17799:2000
10
12
12.1.3
4.7.
4.8.
1ISO 17799-1:2000
ISO/IEC17799:2000
7
8
11
49. CA
CA
SHALL MEDIS
SHALL
CA CA
CA
SHALL
CA CA
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5
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ISO/IEC17799:2000
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6.1.
6.1.1.
1.CA
2 CA
CA
6.1.2.
IETF RFC 2510
SHALL CA
SHALL 6.24
6.1.3. CA
CA IETF RFC 2510
CA
6.1.4. CA
6.1.5.
CA RSA
2048 SHALL CA
SHALL CA RSA
1024 SHALL
CA SHALL
6.1.6.
CA SHALL
6.1.7.
SHALL
6.1.8.
6.1.9.
Subject
keyUsage nonRepudiation
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CA

6.2.
CP 2

6.2.1.
CA US FIPS 140-2 2
CA US FIPS 140-2
US FIPS 140-2 1

6.2.2.

6.2.3.

6.2.4.

SHALL
SHALL

6.2.5.
CA

6.2.6.
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CP

CA
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CA



6.2.7.
PKI

6.2.8.
6.2.9.
CPS
6.3.
6.3.1.
6.3.2.
CA
6.4.
6.5.
ISO 17799-1 2000
SHALL
IETF RFC 2527 6.5.1
IETF RFC 2527 6.5.2
6.6.
ISO 17799-1 2000
IETF RFC 2527 6.6.1
IETF RFC 2527 6.6.2
IETF RFC 2527 6.6.3
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6.7.
1ISO 17799-1 2000

ISO/IEC17799:2000

8.5

94

6.8.

ISO 17799-1 2000

ISO/IEC17799:2000

10
10.3
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7.1.
PKI X509 Version 3
X.500 Distinguished Name DN
PKI
Issuer DN CPS
Issuer Country c=JP
LocalityName (1
Organization (1
MEDIS-DC
Organization Unit (1
MEDIS-CA
Common Name cn= MD-HPKI-XX-YYYYY 2
MD-HPKI-01-MEDIS-CA-for-nonRepudiation
Subject Country c=JP
LocalityName
Organization
OrganizationUnit
Common Name cn=Taro Suzuki 3
serialNumber
serialNumber=XXXXX 4
surName surName=Suzuki
5
givenName givenName=Taro
5
E-mail
6
1 CA

23




2 CA
1A “ MD-HPKI-XX" “OXX"
13 01‘”
“ o)
“YYYYY” PKI
3 RA
SubjectDN 1A
CommonName (serialNumber uid )
ID CommonName
4 serialNumber XXXXX
5 surName givenName
6 RFC3280
SubjectAltName
PKI
authorityKeyldentifier 1A

2.5.29.35

keyldentifier, authorityCertlssuer, authorityCertSerialNumber

CP keyldentifier
ISO TS17090 keyldentifier 1A
SHA-1

subjectKeyldentifier

2.5.29.14 SHA-1
keyUsage

2.5.29.15 Subject

keyUsage nonRepudiation

digitalSignature

keyEncipherment

certificatePolicies OID 7
2.5.29.32 1.2.392.200119.1.1.1.2.1.3.1 PKI
1.2.392.200119.1.1.1.2.2.3.1 PKI
subjectAltName UTF-8
2.5.29.17 8
subjectDirectoryAttribu | ISO TS 17090 hcRole attribute
tes HcRole attribute 9
(2.5.29.9)
basicConstraints CA
2.5.29.19
CRLDistributionPoints |DirectoryName CRL 10
2.5.29.31
7 OID
1.2.392.200119.1.1.1.1.0 MEDIS
1.2.392.200119.1.1.1.2.0.(

8 SubjectAltName
9
hcRole

24



Medical Doctor

Dentist

Pharmacist

Medical Technologist
Radiological Technologist
General Nurse

Public Health Nurse

Midwife

Physical Therapist
Occupational Therapist
Orthoptist

Speech Therapist

Dental Technician

National Registered Dietitian
Certified Social Worker
Certified Care Worker
Emergency Medical Technician
Psychiatric Social Worker

ocCsP OocCsP
HTTP
CRL Web CRLDistributionPoints
URL ISO/TS17090 OCSP
authoritylnformationAccess
OCSsP authoritylnformationAccess
OocCsP

25



PKI

ds

ds

Issuer

CountryName

LocalityName

OrganizationName

OrganizationUnitName

CommonName

Olo0|o|0

O|o0|o|0

Olon|o|n

Olon|o|0n

Olon0|o|0n

Subject

CountryName

LocalityName

OrganizationName

OrganizationUnitName

CommonName

GivenName

SurName

e-Mail

O|0|0|0O|0|0|0|O

O|0|0|0O|0|0|0|O

O[0|0|0O|0|0|0|0

o1Z|Z|0|0|0(0|0

C O

26
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version

X.509 v3

serialNumber

1A

signature

11

issuer

validity

12

subject

subjecPublicKeylnfo

13

issuerUniquelD

subjectUniquelD

authorityKeylD

subjectKeyID

keyUsage

extKeyUsage

14

privateKeyUsagePeriod

15

certificatePolicies

policyMappings

subjectAltName

issuerAltName

subjectDirectoryAttributes

hcRole

1ISO TS17090

basicConstraints

nameConstraints

policyConstraints

CRLDistributionPoints

authoritylnformationAccess

gualifiedCertificateStatements

Z0|IZ1Z2|1Z2|1Z|IZ1Z2|1Z|IZ|Z|IZ|Z|0(0|ZIZ|1Z|1Z[0|0[0|0|0[0|0

Z|o[Z|1Z|1Z|Zz|Z|0|Z2|Z|ZIZ|Z|O0(0|IZIZ(Z|1Z|0[0|0|0[0|0]|0
Z|1o|IZ|1Z|Z|Z|1Z|0|1Z|IZ(ZIZ|ZI0(0ZIZ5|1ZI1Z|0|0]|0|0]|0|0|0
Z|0(Z|1Z|1Z[Z2|Z2|0|Z2|Z|Z|IZ|Z|0(0|IZIZ(Z|1Z|0[0|0|0[0|0]|0
Z|0(Z|1Z|1Z[Z2|Z|0|Z2|Z|ZIZ|Z|0(0|IZIZ(Z|1Z|0[0|0|0[0|0]|0

1ISO TS17090

C
O
SP

11 signature

OID
2001 5

1. shalWithRSAEnNcryption (1.2.840.113549.1.1.5)
2. RSA-PSS- with-shal (1.2.840.113549.1.1.10)

3. dsa-with-shal (1.2.840.10040.4.3)

4, ecdsa-with-shal (1.2.840.10045.4.1)
5. shalWithESIGNSignature (0.2.440.5.5.3.4)

CP

27




shalWithRSAEnNcryption (1.2.840.113549.1.1.5)

CPS
12 2049 UTCTime
YYMMDDhhmmssZ 2050
2050 GeneralaizedTime
YYYYMMDDhhmmssZ
13 OoID
2001 3
1. RSAENcryption (1.2.840.113549.1.1)
2. id-dsa (1.2.840.10040.4.1)
3. id-ecdsa (1.2.840.10045.2.0)
CP
CPS
14 keyUsage subject keyUsage nonRepudiation

digitalSignature
15

28



CRL X.509CRL

critical
flag CRL

version -

sighature -

issuer -

thisUpdate -

nextUpdate -

DIDIWIN|E

RevockedCertificates -

userCertificate -

revocationDate -

D

crlIEntryExtensions

ol

reasonCode n

ollollolielleolieleliel(eliel(e)

invalidityDate n

CRL Extentions

authorityKeyldentifier n

keyldentifier -

OO0

cRLNumber n

1v2(1)

2 CP7.1 11

3 printableString( 2003 12 31 UTF8String
4 UTCTime

5

6 removeFromCRL

7 RFC2459 "4.2.1.2 Subject Key Identifier” (1)

29
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CP

PKI

8.2.
CA

83. CP
CPS CA
CA
CP

CA

PKI

Web

30

PKI

SHALL

CpP
MAY

CP



12

14 2 28

2 OoID

1
1 rudimentary assurance
2 (basic assurance)
3 (medium assurance)
4 (high assurance)
2 OIb
1 2 392 20019 A B C D E 3V
1 2 392 20019 A B C D E 2V
2.01D
OID
1 2 392 200119 A B C D E F V
A BCDETFV MEDIS-DC
A 1
B PKI 1
C 1
D
E 0
F
\Y
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3. Common Name

Issuer CommonName  CP( ) CP
issuer
CA CA
CP( ) oIDb
certificatePolicies Issuer CommonName CP
certificatePolicies oID CP
Issuer CommonName Metropolitan

Hospital Certificate Authority
CP CP CcpP

Web OID certificatePolicies

certificatePolicies Mandatory

X YY YY
4,
CP
5. subjectDirectoryAttributes
subjectDirectoryAttributes
“ critical” subjectDirectoryAttributes  TS17090 “ Mandatory” RDC3280
“ must be non-critical’ pP.27
subjectDirectoryAttributes hcRole C M
Attributes True False

32



TS17090-3

1 2115
CA CP6.2 6.3 6.4
SHALL (TS17090 )
3 CP TS17090
3
CA CP6.2
SHALL CA
SHALL
TS17090 CA
CA
CA
2 2121
RA PKI RA
MAY RA
CA SHALL (TS17090-3 )
TS17090 CA
RA MAY
RA
RA
3221 CP TS17090
CA
TS17090
CP CA CcP CPS
CA SHALL
TS17090-3 CA
SHALL CA
4 222 CP TS17090
TS17090
CcP RA CP CPS
CA SHALL

TS17090-3 RA

33
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RA

5272 cP
TS
cP CA CA CA
TS17090-3 1SO9000
SHALL)
12
6 275 CP TS17090
CA
CPS
CPS
cP
CA
TS17090-3
SHALL CA
MAY
1
2
3 CA
CA CA CA
CPS
SHALL
CA
CA CPS
SHALL
CA

34

TS17090

PKI

MAY

CA
CA

CA
CA

SHALL
CA

SHALL
CA

TS

SHALL

CA



SHALL

CPS
CA
SHALL
SHALL
CA 30
SHALL
CA
CA
SHALL
7 317 CP TS17090
TS17090-3 CA (MAY)
CP CA
CA
TS17090-3 CA
CA
8 sponsored health care provider
44.1 1 the employer (in the case of a non-regulated health

professional or supporting organization employee  or the sponsor (in the case of a sponsored health
care provider)

442 TS17090-3 7.4.4.2 3. the sponsor of a sponsored health care
provider
4.4.6 TS17090-3 7.4.4.6 3. the sponsor of a sponsored health care
provider
9 447
CA 445 CA

SHALL (TS17090-3

TS17090-3 1 or from the individual or organization which made the application for the
certificate on behalf of a device or application Or from the sponsor of a
sponsored health care provider

TS17090-3
4
TS17090-3 7.4.4.7 2.confirm the identity of the requester where the suspension request is

35



purported to be from the individual or organization which made the application for the certificate on
behalf of a device or application

TS17090-3 7.4.4.7 3.confirm that the requester has the sufficient authority to effect suspension  if
the requester is acting as the sponsor of the Certificate holder

10 2116 CA
CA
CA CA CA

RA LRA

11 212
1. RA

1. RA

12 271
2.7.2
PKI
CA CA
PKI
SHALL
2.17.3

13 6.1.9
1.2.392.200119.1.1.1.2.1.3.1 OID keyUsage nonRepudiation

1.2.392.200119.1.1.1.223.1 OID keyUsage digitalSignature
keyEncipherment

2
ISO17090 keyUsage digitalSignature nonRepudiation

keyUsage digitalSignature  nonRepudiation
keyUsage digitalSignature keyEncipherment

36



