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We see In data the same transformative, wealth-creating
power that 19th-century visionaries once sensed in the crude
black ooze trapped underground,

If “crude” data can be extracted, refined, and piped to whera
It can impact decisions in real time, its value will soar. And if
data can be properly shared across an entire ecosystem and
made accessible In the places where analytics are most useful,
then it will become a true game changer, altering the way we
live, wark, leam, and play,
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REPORT BRIEF « FEBRUARY 2009

BeyonD THE HIPAA Privacy RULE:
ENHANCING PrRIvACy, IMPROVING

BEYOMD THE

HEALTH THROUGH RESEARCH

Our modern electronic world has many benefits and conveniences; emails can be
checked from a mobile device and patients provide their medical histories online. But
this free flow of information also creates privacy concerns; the risks of data security
breaches, identity theft, and discrimination are real. Privacy protections are needed, but
they can also impede the flow of information, with negative consequences. In health
research, access to patient health information is vital for making medical advances
such as new therapies, improved diagnostics, and more effective ways to prevent ill-
ness and deliver care. At the same time, effective privacy protections permit health
care and research activities to be carried out in ways that preserve patients’ dignity,
and help protect individuals from harms like discrimination. Thus, privacy protec-
tions and ethically-conducted health research provide valuable, interrelated benefits
to society and society should strive to support both.

In 1996, Congress enacted the Health Insurance Portability and Accountability Act
(HIPAA), which called for a set of federal standards, now known as the HIPAA Privacy
Rule, for protecting the privacy of personally identifiable health information. One ma-
jor goal of the Privacy Rule is to ensure that individuals’ privacy is properly protected

In its report, the

committee
concludes that the
HIPAA Privacy

Rule does not
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