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Summary:

Medical research using patient data has had a loeng and
successful history of providing vital knowledge on the causes of
disease and the effectiveness of treatments. The unique features
of the UK National Health Service and the advent of large patient
databases present unparalleled opportunities for enhancing such
research.

However, it appears that advances in this field are increasingly
inhibited by unnecessary constraints on the use of patient data.
Constraints include confusing legislation and professional
guidance, bureaucracy of proceszs and a lack of engagement
between patients, data controllers and researchers.

Medical confidentiality and appropriate consent are important
entitlements that must be protected by an ethically sound
regulatory framework. Technological developments in database
management present ever more sophisticated research
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REPORT BRIEF ¢ FEBRUARY 2009

BevonD THE HIPAA Privacy RULE:
ENHANCING PrIVACY, IMPROVING
Hearta THROUGH RESEARCH

Our modern electronic world has many benefits and conveniences; emails can be
checked from a mobile device and patients provide their medical histories online. But
this free flow of information also creates privacy concerns; the risks of data security
breaches, identity theft, and discrimination are real. Privacy protections are needed, but
they can also impede the flow of information, with negative consequences. In health
research, access to patient health information is vital for making medical advances
such as new therapies, improved diagnostics, and more effective ways to prevent ill-
ness and deliver care. At the same time, effective privacy protections permit health
care and research activities to be carried out in ways that preserve patients” dignity,
and help protect individuals from harms like discrimination. Thus, privacy protec-
tions and ethically-conducted health research provide valuable, interrelated benefits
to society and society should strive to support both.

In 1996, Congress enacted the Health Insurance Portability and Accountability Act
(HIPAA), which called for a set of federal standards, now known as the HIPAA Privacy
Rule, for protecting the privacy of personally identifiable health information. One ma-
jor goal of the Privacy Rule is to ensure that individuals’ privacy is properly protected

g

In its report, the
committee
concludes that the

HIPAA Privacy
Rule does not
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Welcome to HealthVault
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Our Health Privacy Commitment

1. The Microsoft HealthVault record you
create is controlled by you.
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HealthVault record.
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e | | Search Health

HealthVault Account —
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HealthVault account.

Learn More
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B Web sites that use Microsoft Healthvault

# Download Device Drivers
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