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« V—2a— R<PKCS#11 A > Z 7 =—AF|H >

- HPKISignVerifySampleP11.c

/* _____________________________________________________________________________________ */

/* FILE NAME :  HPKISignVerifySampleP11.c */

/* VERSION 1.0 */

/* DATE © o 2020/11/21 */

/* .................................................................................... */

I* */
* INCLUDE */
I* */

#include <stdio.h>
#include <stdlib.h>
#include <windows.h>
#include "pkesll.h"

#include <malloc.h>
#include <winbase.h>

#include "openssl/bio.h"
#include "openssl/evp.h"
#include "openssl/x509.h"
#include "openssl/rsa.h"
#include "openssl/engine.h"
#include "openssl/objects.h"
#include "openssl/sha.h"
#include "openssl/err.h"

I* */
I* DEFINITION */
I* */

typedef CK_RV(*C_GetFunctionListFuncPtr)(CK_FUNCTION_LIST PTR_PTR ppFu
nctionList);

#define RETURN_SUCCESS 0

#define RETURN_FAILURE 1

#define NUM_SLOT 4

#define FIND TEMPLATE_COUNT 3

#define ATTRIBUTE_TEMPLATE_COUNT 1

#define BUFFER_SIZE 512

I* */
I* DEFINITIOIN OF PRIVATE FUNCTION */
I* */

[* 7'a 7T AOFEITHA
void PrintUsage() {



printf("Usage : HPKISignVerifySampleP11 <PKCS#11 Library_Type> <Pin> ¥n
n);

printf("PKCS#11 Library_Type¥t: auth | sign¥n");

printf("Pin¥t¥t¥t: HPKICardPin¥n");
§

[ &7 —2GERET —% ., BT —X) % 16 HEEFE R TN ) ¥/
void printHex(const BYTE* data, DWORD len, BOOL limit)
{

DWORD displen;

if (limit && len > 256)
displen = 256;
else
displen = len;
for (DWORD i = 0; i < displen; i++) {
printf("%02x", *(data + 1));
if @ % 16 == 15 || 1 == displen - 1)
printf("¥n");
else
printf(" ");
H
if (displen < len)
printf("...¥n");
§
[ N F VT =5 % T 7 A VT
int fileout(const char* outf, const BYTE* data, DWORD len)

{
FILE *fp;
if (fopen_s(&fp,outf, "wb") !=0) { /* 77 A VDA —TF 1 */
printf("file open error!'¥n");
return 1;
§
fwrite(data, len, 1, fp);
fclose(fp);
return O;
¥
I* */
[* Start of main() */
I* */

int main(int arge, char **argv) {

const char *pPkes11LibraryName;
CK UTF8CHAR_PTR pUserPin;
CK_ULONG userPinLen;

CK BYTE_PTR pMessage;
CK_ULONG messagel.en;



CK_BBOOL
CK_BBOOL
CK_BBOOL
CK_BBOOL
CK_BBOOL

HINSTANCE
FARPROC
BOOL

CK_RV

CK_FUNCTION_LIST_PTR

CK_ULONG
CK_SLOT_ID
CK_SESSION_HANDLE
CK_TOKEN_INFO

CK_OBJECT_CLASS
CK_BBOOL
CK_ATTRIBUTE
CK_ULONG
CK_OBJECT_HANDLE
CK_ULONG
CK_UTFS8CHAR_PTR
CK_ULONG

CK_ATTRIBUTE
NTI;

CK_ULONG
E_COUNT;

CK_OBJECT HANDLE

CK_MECHANISM
CK_BYTE
CK_ULONG

unsigned char
unsigned long

BIO

X509
EVP_PKEY
RSA
unsigned char
int

loadLibraryFlag = FALSE;
initializeFlag = FALSE;
openSessionFlag = FALSE;
loginFlag = FALSE;
findObjectsFlag = FALSE;

instance = NULL;
procAddress = NULL;
freeLibraryRc;

rv;
pFunctionList = NULL;
slotCount;
slotID[NUM_SLOT];
sessionHandle;
tokenInfo;

objectClass;
ckTrue = TRUE;
findTemplate[FIND_TEMPLATE_COUNTI;
findTemplateCount = FIND_TEMPLATE_COUNT;

privateKeyObjectHandle;

foundObjectCount;

pLabel;
labelLen;

attributeTemplate[ATTRIBUTE_TEMPLATE_COU
attributeTemplateCount = ATTRIBUTE_TEMPLAT
certificateObjectHandle;
signatureMechanism;
signature[BUFFER_SIZE];
signatureLen = BUFFER_SIZE;

*pCertificate = NULL;
certificateLen = 0;

*pBioCertificate = NULL;

*pX509Certificate = NULL;
*pEvpPublicKey = NULL;

*pRsaPublicKey = NULL;

hash[SHA256_DIGEST _LENGTH];

re,

typedef struct X509_sig st S {
X509_ALGOR *algor;
ASN1_OCTET_STRING *digest;

}X509_SIG_S;
X509_SIG_S sig;
X509_ALGOR algor;



ASN1_TYPE parameter;
ASN1_OCTET_STRING digest;
uint8 t *der = NULL;

int len;

if (arge != 3)

{
printf("FEITHANE L H Y FHA, ¥n");
PrintUsage();
return(RETURN_FAILURE);

h

/* HPKI P11 7 A 7 VU OER*/
switch (*(argv[1]) {

[*FE 7SRRI/
case 'a"
case 'A"

pPkes11LibraryName = "HpkiAuthP11_MPKCS11H.dII";
break;

I* & ¥
case 's"
case 'S"
pPkes11LibraryName = "HpkiSigP11_MPKCS11H.dIl";
break;
default:
printf("FE47 /37 A —Z <PKCS#11 Library_Type>MNIELL H Y FH A, ¥n");
PrintUsage();
exit(EXIT_FAILURE);
break;
H
/* PIN */

pUserPin = (CK_UTFS8CHAR_PTR)*(argv + 2);
userPinLen = (CK_ULONG)strlen((const char *)*(argv + 2));

/* _____________________________________________________________________________________ */
I* 1AL */
/* ..................................................................................... */

/¥ (1) BREN7-HPKI P11 9477V Dua—F %

instance = LoadLibrary((LPCTSTR)pPkcs11LibraryName);

if (instance == NULL)

{
printf("Error in %s( : %08x¥n", "LoadLibrary", GetLastError());
goto m_end;



loadLibraryFlag = TRUE;

/¥ (2) BfEES 57D DLL N & BS */
procAddress = GetProcAddress(instance, (LPCTSTR)"C_GetFunctionList");
if (procAddress == NULL)
{
printf("Error in %s0 : %08x¥n", "GetProcAddress", GetLastError();
goto m_end;

}

I3 BB ORA 2 X SO ¥
rv = ((C_GetFunctionListFuncPtr)(procAddress))(&pFunctionList);
if v != CKR_OK)
{
printf("Error in %s0 : %08x¥n", "C_GetFunctionList", rv);
goto m_end;

}

/¥ (4) HPKI P11 74 77 U #4325 */

rv = (pFunctionList->C_Initialize)(NULL_PTR);

if (rv '= CKR_OK)

{
printf("Error in %s(0 : %08x¥n", "C_Initialize", rv);
goto m_end;

}

initializeFlag = TRUE;

e oo eeoeeoceooeeoeooeeceeoceeoceeooas %/
I* AIERA U X 2 A AL */
[ e nm o eoemeeeeeeeoneemsmneemeeemmeeeeceemneeenes */

s (B) Ary U A NERIGT (X E U EHY) ¥/
rv = (pFunctionList->C_GetSlotList)(TRUE, NULL_PTR, &slotCount);
if (rv = CKR_OK)

{
printf("Error in %s(1) : %08x¥n", "C_GetSlotList", rv);
goto m_end;
H
if (slotCount < 1)
{
printf("Invalid Slot Count¥n");
goto m_end;
}

(6 Aay b A NERGT D
rv = (pFunctionList->C_GetSlotList)(TRUE, slotID, &slotCount);
if v != CKR_OK)
{
printf("Error in %s(2) : %08x¥n", "C_GetSlotList", rv);



goto m_end;

}

re () EOATy MIxtT by v a VEMNLT D ¥
rv = (pFunctionList->C_OpenSession)(slotID[0], CKF_SERIAL_SESSION, NULL
_PTR, NULL_PTR, &sessionHandle);
if (rv !'= CKR_OK)
{
printf("Error in %s( @ %08x¥n", "C_OpenSession", rv);
goto m_end;

}

openSessionFlag = TRUE;

/* ..................................................................................... */
/¥ RERERUSALE */
/* _____________________________________________________________________________________ */

printf("FER ERFLEE BA4EYN");

I* BRERGRAEORRE */

objectClass = CKO_CERTIFICATE;

pLabel = "HPKI END ENTITY CERTIFICATE";
labelLen = (CK_ULONG)strlen((const char *)pLabel);

findTemplate[0].type = CKA_CLASS;
findTemplate[0].pValue = &objectClass;
findTemplate[0].ulValueLen = sizeof(objectClass);
findTemplate[1].type = CKA_TOKEN;
findTemplate[1].pValue = &ckTrue;
findTemplate[1].ulValueLen = sizeof(ckTrue);
findTemplate[2].type = CKA_LABEL;
findTemplate[2].pValue = pLabel;
findTemplate[2].ulValueLen = labellLen;

* 8 A7y NOBRBOYHL */
rv = (pFunctionList->C_FindObjectsInit)(sessionHandle, findTemplate, findTemp
lateCount);
if (rv != CKR_OK)
{
printf("Error in %s0 @ %08x¥n", "C_FindObjectsInit_cert", rv);
goto m_end;

H
findObjectsFlag = TRUE;

Q) A7Vl NORBEITV, LHOGEAZELZIRET S */

rv = (pFunctionList->C_FindObjects)(sessionHandle, &certificateObjectHandle,
1, &foundObjectCount);

if (rv != CKR_OK)

{



printf("Error in %s0 : %08x¥n", "C_FindObjects_cert", rv);
goto m_end;

}

if (foundObjectCount != 1)

{
printf("Certificate Not Found¥n");
goto m_end;

}

I* JBYEORE */

attributeTemplate[0].type = CKA_VALUE;
attributeTemplate[0].pValue = NULL_PTR;
attributeTemplate[0].ulValueLen = 0;

Fo0) A7V xs FOBMEETE L, RSO A R+

rv = (pFunctionList->C_GetAttributeValue)(sessionHandle, certificateObjectHan
dle, attributeTemplate, attributeTemplateCount);

if (rv != CKR_OK)

{
printf("Error in %s(1) : %08x¥n", "C_GetAttributeValue", rv);
goto m_end;
H
if (attributeTemplate[0].ulValueLen == 0)
{
printf("Invalid Certificate Size¥n");
goto m_end;
}

e (A1) A€V ORREITV, AEAEARGT D */
certificateLen = attributeTemplate[0].ulValueLen;
pCertificate = (unsigned char *)malloc((size_t)certificateLen);

if (pCertificate == NULL)

{
printf("Memory Allocation Failure¥n");
goto m_end;

}

[* FEBEOES */
attributeTemplate[0].pValue = (CK_BYTE_PTR)pCertificate;

rv = (pFunctionList->C_GetAttributeValue)(sessionHandle, certificateObjectHan
dle, attributeTemplate, attributeTemplateCount);
if (rv !'= CKR_OK)
{
printf("Error in %s(2) : %08x¥n", "C_GetAttributeValue", rv);
goto m_end;



(12 A7Vl NORBREKTT D */
findObjectsFlag = FALSE;

rv = (pFunctionList->C_FindObjectsFinal)(sessionHandle);

if (rv '= CKR_OK)

{
printf("Error in %s0 @ %08x¥n", "C_FindObjectsFinal_cert", rv);
goto m_end;

}

[* RGEET — X 2 HRKR ¥/
printf("Certificate:¥n");
printHex(pCertificate, certificateLen, TRUE);
[ GEET— 2 %7 7 A VD) ¥
/v = fileout("c:¥¥temp¥¥EEcert.der", pCertificate, certificateLen);
if (ev != 0)
{
printf("Cetificate File Out Failure¥n");
goto m_end;
}
printf("FERAERFSLEE B %s¥n¥n", pLabel);

printf("E 4 ALEE BAAAY¥N");

/F (13) SEEED AT D =7 AEREFIST S ¥/
rv = (pFunctionList->C_GetTokenInfo)(slotID[0], &tokenInfo);
if (rv = CKR_OK)
{
printf("Error in %s0 : %08x¥n", "C_GetTokenInfo", rv);
goto m_end;

}

e BiE h—r i s A T 5 ¥
if ((tokenInfo.flags & CKF_LOGIN_REQUIRED) != FALSE) {
rv = (pFunctionList->C_Login)(sessionHandle, CKU_USER, pUserPin, user
PinLen);
if (v != CKR_OK)
{
printf("Error in %s(0 @ %08x¥n", "C_Login", rv);
goto m_end;

}

loginFlag = TRUE;
}

/¥ (15) W55 b—27 R OBLERAMESFEOR B ZE */
objectClass = CKO_PRIVATE_KEY;



pLabel = "Private key of HPKI";
labelLen = (CK_ULONG)strlen((const char *)pLabel);

findTemplate[0].type = CKA_CLASS;
findTemplate[0].pValue = &objectClass;
findTemplate[0].ulValueLen = sizeof(objectClass);
findTemplate[1].type = CKA_TOKEN;
findTemplate[1].pValue = &ckTrue;
findTemplate[1].ulValueLen = sizeof(ckTrue);
findTemplate[2].type = CKA_LABEL;
findTemplate[2].pValue = pLabel;
findTemplate[2].ulValueLen = labelLen;

I (16) A7 Y= FORBOFIL */
rv = (pFunctionList->C_FindObjectsInit)(sessionHandle, findTemplate, findTemp
lateCount);
if (rv !'= CKR_OK)
{
printf("Error in %s( @ %08x¥n", "C_FindObjectsInit_key", rv);
goto m_end;

}
findObjectsFlag = TRUE;

Q7 A7Vl NOMBEITV, LHOMEREEZ IG5 %/

rv = (pFunctionList->C_FindObjects)(sessionHandle, &privateKeyObjectHandle,
1, &foundObjectCount);

if (rv != CKR_OK)

{
printf("Error in %s0 @ %08x¥n", "C_FindObjects_key", rv);
goto m_end;
H
if (foundObjectCount != 1)
{
printf("Private Key Not Found¥n");
goto m_end;
H

s (18) ATVl FORBREKRT T D

findObjectsFlag = FALSE;

rv = (pFunctionList->C_FindObjectsFinal)(sessionHandle);

if (rv != CKR_OK)

{
printf("Error in %s0 @ %08x¥n", "C_FindObjectsFinal_key", rv);
goto m_end;

}
I+ BAMERORIHUE */

rF(19) BAEAT O T — 2 DR */



pMessage = "hello-world";
messageLen = (CK_ULONG)strlen((const char *)pMessage);

I (20) BAKIGA v E—V DNy v a iR B ¥/

SHA256(pMessage, messageLen, hash);

printf("SHA256 HASH:¥n");

printHex(hash, SHA256_DIGEST_LENGTH, FALSE);

printf("¥n");

/v = fileout("c:¥¥temp¥¥hash.dat", hash, SHA256_DIGEST _LENGTH);

/¥ (21) 7~ ¥ 2D DigestInfo A% */

sig.algor = &algor;

sig.algor->algorithm = OBJ_nid20bj(NID_sha256);
parameter.type = V_ASN1_NULL;
parameter.value.ptr = NULL;
sig.algor->parameter = &parameter;

sig.digest = &digest;

sig.digest->data = (unsigned char *)hash;
sig.digest->length = SHA256_DIGEST _LENGTH;
len = i2d_X509_SIG((X509_SIG *)&sig, &der);

I (22) BAHA D= ALDORTE */
signatureMechanism.mechanism = CKM_RSA_PKCS;
signatureMechanism.pParameter = NULL_PTR;
signatureMechanism.ulParameterLen = 0;

% (23) BAWLIOYHUL */

rv = (pFunctionList->C_SignlInit)(sessionHandle, &signatureMechanism, private

KeyObjectHandle);
if (rv = CKR_OK)
{

printf("Error in %s( @ %08x¥n", "C_SignInit", rv);
goto m_end;

}

r* (24 F—ZIZBLEITD *
rv = (pFunctionList->C_Sign)(sessionHandle, der, len, signature, &signatureLe

n);
if (rv !'= CKR_OK)
{
printf("Error in %s( @ %08x¥n", "C_Sign", rv);
goto m_end;
H

[ BT — B H R ¥

printf("Signature:¥n");

printHex(signature, signatureLen, FALSE);

printf("EALEE KT ¥n¥n");

llrv = fileout("c:'¥¥temp¥¥sig.dat", signature, signatureLen);

10



[E bt
[* RELEOMERR Start */
B S B S S B S S S S S S S S S SN SN SN N SN SN SN SN SN SN SN S

printf("FRFFALEE BHAA¥N");
struct rsa_st *pRsaPlivateKey = NULL;

/¥ (25) AE U Ol */
pBioCertificate = BIO_new_mem_buf((void *)pCertificate, (int)certificateLen);
if (pBioCertificate == NULL)
1
printf("Error in %s( : NULL¥n", "BIO_new_mem_buf");
goto m_end;

}

I* (26) ABHEREHEDE S */
pX509Certificate = d2i_X509_bio(pBioCertificate, NULL);
if (pX509Certificate == NULL)
1
printf("Error in %s() : NULL¥n", "d2i_X509_bio");
goto m_end;

}

re27) AFHEEO RS */

pEvpPublicKey = X509_get_pubkey(pX509Certificate);

if (pEvpPublicKey == NULL)

{
printf("Error in %s( : NULL¥n", "X509_get_pubkey");
goto m_end;

}

pRsaPublicKey = EVP_PKEY_getl_RSA(pEvpPublicKey);

if (pRsaPublicKey == NULL)

{
printf("Error in %s( : NULL¥n", "EVP_PKEY_getl_RSA");
goto m_end;

}

I+ (28) BAMGE */
rc = RSA_verify(NID_sha256, hash, SHA256_DIGEST_LENGTH, signature, sig
natureLen, pRsaPublicKey);
if (rc 1= 1)
{
printf("FRFEALER SH¥n");
printf("ErrorCode : %08x¥n", ERR_get_error(); /04091068
goto m_end;

}
printf("FRFEALEE FRZh¥n");

11



1 (29) ABHEEOER ¥/
RSA_free(pRsaPublicKey);
pRsaPublicKey = NULL;

EVP_PKEY_free(pEvpPublicKey);
pEvpPublicKey = NULL;

I* (30) ABHSERERAEOME L */
X509_free(pX509Certificate);
pX509Certificate = NULL;

/% (31) AE Y SEEBROMEL ¥/
BIO_free(pBioCertificate);
pBioCertificate = NULL;

B S g o = S L
1% B DRER End */
o

/* _____________________________________________________________________________________ */
/¥ RETALEE */
/* _____________________________________________________________________________________ */

/% (32) REBIEDMER */
free(pCertificate);
pCertificate = NULL;

/¥ (33) W55 h—2vmboua s 7wk ¥
loginFlag = FALSE;

rv = (pFunctionList->C_Logout)(sessionHandle);

if (rv != CKR_OK)

{
printf("Error in %s(1) : %08x¥n", "C_Logout(", rv);
goto m_end;

}

¥ (84) By aroru—X ¥
openSessionFlag = FALSE;

rv = (pFunctionList->C_CloseSession)(sessionHandle);

if v != CKR_OK)

{
printf("Error in %s(1) : %08x¥n", "C_CloseSession", rv);
goto m_end;

}

/* (385) HPKI P11 74 77 U OF& T */
initializeFlag = FALSE;

rv = (pFunctionList->C_Finalize)(NULL_PTR);

12



if (rv = CKR_OK)

{
printf("Error in %s(1) : %08x¥n", "C_Finalize", rv);
goto m_end;

}

/% (36) HPKI P11 74 77 U Offhi */
loadLibraryFlag = FALSE;

freeLibraryRc = FreeLibrary(instance);

if (freeLibraryRc == 0)

{
printf("Error in %s(1) @ %08x¥n", "FreeLibrary", GetLastError();
goto m_end;

}

return(RETURN_SUCCESS);

m_end:

/* ..................................................................................... */
[ TR AERF O T LB */
/* _____________________________________________________________________________________ */
/* _____________________________________________________________________________________ */
1% BB DR (= T — S8 R) */
/* ..................................................................................... */
if (pRsaPublicKey != NULL)
{

RSA_free(pRsaPublicKey);

pRsaPublicKey = NULL;
}
if (pEvpPublicKey != NULL)
{

EVP_PKEY_free(pEvpPublicKey);

pEvpPublicKey = NULL;
/* _____________________________________________________________________________________ */
1* ABRSEREE O R it (= 7 — 38 £ ) */
/* _____________________________________________________________________________________ */
if (pX509Certificate !'= NULL)
{

X509_free(pX509Certificate);

pX509Certificate = NULL;
H

13



1% AV RO (= T —FE A RF) */
/* ..................................................................................... */
if (pBioCertificate != NULL)
{

BIO_free(pBioCertificate);

pBioCertificate = NULL;
H
/* ..................................................................................... */
1 FEREORR(= T —FEAERE) */
/* _____________________________________________________________________________________ */
if (pCertificate != NULL)
{

free(pCertificate);

pCertificate = NULL;
H
/* _____________________________________________________________________________________ */
I S RN—7rhboun 7Ty Mo T —3AR) */
/* _____________________________________________________________________________________ */

if (loginFlag == TRUE)
{
loginFlag = FALSE;

rv = (pFunctionList->C_Logout)(sessionHandle);
if (rv != CKR_OK)

{
printf("Error in %s(2) : %08x¥n", "C_Logout", rv);
§
h
/* _____________________________________________________________________________________ */
oy g rnsn—R(x T —RER) */
/* _____________________________________________________________________________________ */
if (openSessionFlag == TRUE)
{
openSessionFlag = FALSE;
rv = (pFunctionList->C_CloseSession)(sessionHandle);
if (v != CKR_OK)
{
printf("Error in %s(2) : %08x¥n", "C_CloseSession", rv);
§
h

14



*/

*/

*/

/* HPKI P11 74 77 U O T (=7 —34 ) */
/* ..................................................................................... */
if (initializeFlag == TRUE)
{
initializeFlag = FALSE;
rv = (pFunctionList->C_Finalize)(NULL_PTR);
if (rv != CKR_OK)
{
printf("Error in %s(2) : %08x¥n", "C_Finalize", rv);
§
J
/* _____________________________________________________________________________________ */
/* HPKI P11 74 77 U O (=T —3 A4 Kf) */
/* ..................................................................................... */
if (loadLibraryFlag == TRUE)
{
loadLibraryFlag = FALSE;
freeLibraryRc = FreeLibrary(instance);
if (freeLibraryRc == 0)
{
printf("Error in %s(2) : %08x¥n", "FreeLibrary", GetLastError();
§
J
return(RETURN_FAILURE);
§
/*
/* End of main(
/*
pkesll.h
/* pkesll.h

Copyright 2006, 2007 g10 Code GmbH
Copyright 2006 Andreas dJellinghaus

This file is free software; as a special exception the author gives

unlimited permission to copy and/or distribute it, with or without

modifications, as long as this notice is preserved.

15



This file is distributed in the hope that it will be useful, but

WITHOUT ANY WARRANTY, to the extent permitted by law; without even

the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICUL
AR

PURPOSE. */

/* Please submit changes back to the Scute project at
http://www.scute.org/ (or send them to marcus@glOcode.com), so that

they can be picked up by other projects from there as well. */

/* This file is a modified implementation of the PKCS #11 standard by
RSA Security Inc. It is mostly a drop-in replacement, with the

following change:

This header file does not require any macro definitions by the user
(like CK_DEFINE_FUNCTION etc). In fact, it defines those macros
for you (f useful, some are missing, let me know if you need

more).

There is an additional API available that does comply better to the
GNU coding standard. It can be switched on by defining
CRYPTOKI_GNU before including this header file. For this, the

following changes are made to the specification:

All structure types are changed to a "struct ck_foo" where CK_FOO
1s the type name in PKCS #11.

All non-structure types are changed to ck_foo_t where CK_FOO is the
lowercase version of the type name in PKCS #11. The basic types
(CK_ULONG et al.) are removed without substitute.

All members of structures are modified in the following way: Type

indication prefixes are removed, and underscore characters are

inserted before words. Then the result is lowercased.

16



Note that function names are still in the original case, as they

need for ABI compatibility.

CK_FALSE, CK_TRUE and NULL_PTR are removed without substitute.

<stdbool.h>.

If CRYPTOKI_COMPAT is defined before including this header file,
then none of the API changes above take place, and the API is the
one defined by the PKCS #11 standard. */

#ifndef PKCS11_H
#define PKCS11_H 1

#if defined(__cplusplus)
extern "C" {
#endif

/* The version of cryptoki we implement. The revision is changed with
each modification of this file. If you do not use the "official"
version of this file, please consider deleting the revision macro
(you may use a macro with a different name to keep track of your
versions). */

#define CRYPTOKI_VERSION_MAJOR 2

#define CRYPTOKI_VERSION_MINOR 20

#define CRYPTOKI_VERSION_REVISION 6

/* Compatibility interface is default, unless CRYPTOKI_GNU is
given. */

#ifndef CRYPTOKI_GNU

#ifndef CRYPTOKI_COMPAT

#define CRYPTOKI_COMPAT 1

#endif

#endif

17
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/* System dependencies. */

#if defined( WIN32) || defined(CRYPTOKI_FORCE_WIN32)

/* There is a matching pop below. */

#pragma pack(push, cryptoki, 1)

#ifdef CRYPTOKI_EXPORTS

#define CK_SPEC __declspec(dllexport)
#else

#define CK_SPEC __declspec(dllimport)
#endif

#else

#define CK_SPEC

#endif

#ifdef CRYPTOKI_COMPAT
/* If we are in compatibility mode, switch all exposed names to the

PKCS #11 variant. There are corresponding #undefs below. */

#define ck_flags_t CK_FLAGS
#define ck _version _CK VERSION

#define ck_info CK INFO

#define cryptoki_version cryptokiVersion
#define manufacturer_id manufacturerID
#define library_description libraryDescription

#define library_version libraryVersion

#define ck_notification_t CK_NOTIFICATION
#define ck_slot_id_t CK_SLOT_ID

#define ck_slot_info CK SLOT INFO

18



#define
#define
#define

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

#define
#define
#define

#define
#define
#define

#define
#define
#define
#define
#define
#define

#define
#define
#define

slot_description slotDescription
hardware_version hardwareVersion

firmware_version firmwareVersion

ck_token_info _CK_TOKEN_INFO

serial_ number serialNumber
max_session_count ulMaxSessionCount
session_count ulSessionCount
max_rw_session_count ulMaxRwSessionCount
rw_session_count ulRwSessionCount
max_pin_len ulMaxPinLen

min_pin_len ulMinPinLen
total_public_memory ulTotalPublicMemory
free_public_memory ulFreePublicMemory
total_private_memory ulTotalPrivateMemory
free_private_memory ulFreePrivateMemory

utc_time utcTime

ck_session_handle t CK_SESSION_HANDLE
ck_user_type_t CK_USER_TYPE
ck_state t CK_STATE

ck_session_info _CK_SESSION_INFO
slot_id slotID

device_error ulDeviceError

ck_object_handle_t CK_OBJECT_HANDLE
ck_object_class_t CK_OBJECT_CLASS
ck_hw_feature_type_t CK_HW_FEATURE_TYPE
ck_key_type_t CK_KEY_TYPE
ck_certificate_type_t CK_CERTIFICATE_TYPE
ck_attribute_type_t CK_ATTRIBUTE_TYPE

ck_attribute _CK_ATTRIBUTE

value pValue

value_len ulValueLen
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#define ck_date _CK_DATE

#define ck_mechanism_type_t CK_MECHANISM_TYPE

#define ck_rsa_pkes_mgf type_t CK_RSA_PKCS_MGF_TYPE

#define ck_mechanism CK MECHANISM
#define parameter pParameter

#define parameter_len ulParameterLen

#define ck_mechanism_info _CK_MECHANISM_INFO
#define min_key_size ulMinKeySize

#define max_key_size ulMaxKeySize

#define ck_rv_t CK_RV
#define ck_notify_t CK_NOTIFY

#define ck_function_list _CK_FUNCTION_LIST

#define ck_createmutex t CK_CREATEMUTEX
#define ck_destroymutex_t CK_DESTROYMUTEX
#define ck_lockmutex_t CK_LOCKMUTEX
#define ck_unlockmutex t CK_UNLOCKMUTEX

#define ck_c_initialize_args _CK_C_INITIALIZE_ARGS
#define create_mutex CreateMutex

#define destroy_mutex DestroyMutex

#define lock_mutex LockMutex

#define unlock_mutex UnlockMutex

#define reserved pReserved

#endif /* CRYPTOKI_COMPAT */

typedef unsigned long ck_flags_t;
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struct ck_version
unsigned char major;

unsigned char minor;

I

struct ck_info

{
struct ck_version cryptoki_version;
unsigned char manufacturer_id[32];
ck_flags_t flags;
unsigned char library_description[32];

struct ck_version library_version;

typedef unsigned long ck_notification_t;

#define CKN_SURRENDER (0UL)

typedef unsigned long ck_slot_id_t;

struct ck_slot_info

{
unsigned char slot_description[64];
unsigned char manufacturer_id[32];
ck_flags_t flags;
struct ck_version hardware_version;

struct ck_version firmware version;
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#define CKF_TOKEN_PRESENT (1UL << 0)
#define CKF_REMOVABLE_DEVICE (1UL << 1)
#define CKF_HW_SLOT (1UL << 2)

#define CKF_ARRAY_ATTRIBUTE (1UL << 30)

struct ck_token_info

{
unsigned char label[32];
unsigned char manufacturer_id[32];
unsigned char model[16];
unsigned char serial_number[16];
ck_flags_t flags;
unsigned long max_session_count;
unsigned long session_count;
unsigned long max_rw_session_count;
unsigned long rw_session_count;
unsigned long max_pin_len;
unsigned long min_pin_len;
unsigned long total_public_memory;
unsigned long free_public_memory;
unsigned long total_private_memory;
unsigned long free_private_memory;
struct ck_version hardware_version;
struct ck_version firmware version;

unsigned char utc_time[16];

#define CKF_RNG (1UL << 0)
#define CKF_WRITE_PROTECTED (1IUL << 1)
#define CKF_LOGIN_REQUIRED (1UL << 2)

#define CKF_USER_PIN_INITIALIZED (1UL << 3)

#define CKF_RESTORE_KEY_NOT_NEEDED (1UL << 5)
#define CKF_CLOCK_ON_TOKEN (1UL << 6)

#define CKF_PROTECTED_AUTHENTICATION_PATH (1UL << 8)
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#define CKF_DUAL_CRYPTO_OPERATIONS (1IUL << 9)

#define CKF_TOKEN_INITIALIZED (1UL << 10)

#define CKF_SECONDARY_AUTHENTICATION (1UL << 11)
#define CKF_USER_PIN_COUNT_LOW (1UL << 16)
#define CKF_USER_PIN_FINAL TRY (1UL << 17)

#define CKF_USER_PIN_LOCKED (1IUL << 18)

#define CKF_USER_PIN_TO_BE_CHANGED (1UL << 19)
#define CKF_SO_PIN_COUNT_LOW (1UL << 20)

#define CKF_SO_PIN_FINAL_TRY (1UL << 21)

#define CKF_SO_PIN_LOCKED (1UL << 22)

#define CKF_SO_PIN_TO_BE_CHANGED (1UL << 23)

#define CK_UNAVAILABLE_INFORMATION ((unsigned long) -1)
#define CK_EFFECTIVELY_INFINITE (OUL)

typedef unsigned long ck_session_handle_t;

#define CK_INVALID_HANDLE (0UL)

typedef unsigned long ck_user_type_t;

#define CKU_SO (0UL)
#define CKU_USER (1UL)
#define CKU_CONTEXT_SPECIFIC (2UL)

typedef unsigned long ck_state_t;

#define CKS_RO_PUBLIC_SESSION (0UL)

#define CKS_RO_USER_FUNCTIONS (1UL)
#define CKS_RW_PUBLIC_SESSION (2UL)

#define CKS_RW_USER_FUNCTIONS (3UL)
#define CKS_RW_SO_FUNCTIONS (4UL)
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struct ck_session_info
{
ck_slot_id_t slot_id;
ck_state_t state;
ck_flags_t flags;

unsigned long device_error;

#define CKF_RW_SESSION (1UL << 1)
#define CKF_SERIAL_SESSION (1UL << 2)

typedef unsigned long ck_object_handle_t;

typedef unsigned long ck_object_class_t;

#define CKO_DATA (OUL)

#define CKO_CERTIFICATE (1UL)

#define CKO_PUBLIC_KEY (2UL)

#define CKO_PRIVATE_KEY (3UL)

#define CKO_SECRET_KEY (4UL)

#define CKO_HW_FEATURE (5UL)

#define CKO_DOMAIN_PARAMETERS (6UL)
#define CKO_MECHANISM (7U0L)

#define CKO_VENDOR_DEFINED (1UL << 31)

typedef unsigned long ck_hw_feature_type_t;

#define CKH_MONOTONIC_COUNTER (1UL)
#define CKH_CLOCK (2UL)

#define CKH_USER_INTERFACE (3UL)
#define CKH_VENDOR_DEFINED (1UL << 31)
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typedef unsigned long ck_key_type_t;

#define CKK_RSA (OUL)
#define CKK_DSA (1UL)

#define CKK_DH (2UL)
#define CKK_ECDSA  (3UL)
#define CKK_EC (3UL)

#define CKK_X9 42 DH (4UL)
#define CKK_KEA (5UL)
#define CKK_GENERIC_SECRET (0x10UL)

#define CKK_RC2 (0x11UL)
#define CKK _RC4 (0x12UL)
#define CKK_DES (0x13UL)

#define CKK_DES2 (0x14UL)
#define CKK_DES3 (0x15UL)
#define CKK_CAST (0x16UL)
#define CKK_CAST3 (0x17UL)
#define CKK_CAST128 (0x18UL)
#define CKK_RC5 (0x19UL)
#define CKK_IDEA (0x1aUL)
#define CKK_SKIPJACK (0x1bUL)
#define CKK_BATON (0x1cUL)
#define CKK_JUNIPER (0x1dUL)
#define CKK_CDMF (0x1eUL)
#define CKK_AES (0x1fUL)
#define CKK_BLOWFISH (0x20UL)
#define CKK_TWOFISH (0x21UL)
#define CKK_GOSTR3410 (0x30UL)
#define CKK_GOSTR3411  (0x31UL)
#define CKK_GOST28147  (0x32UL)
#define CKK_VENDOR_DEFINED (1UL << 31)

/' A mask for new GOST algorithms.

/I For details visit https:/tc26.ru/standarts/perevody/guidelines-the-pkecs-11-extension
s-for-implementing-the-gost-r-34-10-2012-and-gost-r-34-11-2012-russian-standards-.ht
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ml

#define NSSCK_VENDOR_PKCS11_RU_TEAM (CKK_VENDOR_DEFINED | 0
x54321000)

#define CK_ VENDOR_PKCS11_RU_TEAM TK26 NSSCK VENDOR_PKCS11 RU_
TEAM

#define CKK_GOSTR3410_512 (CK_VENDOR_PKCS11_RU_TEAM_TK26 | 0x003)
typedef unsigned long ck_certificate_type_t;

#define CKC_X_509 (0UL)

#define CKC_X_509_ATTR_CERT (1UL)

#define CKC_WTLS (2UL)
#define CKC_VENDOR_DEFINED (1UL << 31)

typedef unsigned long ck_attribute_type_t;

#define CKA_CLASS (oUL)

#define CKA_TOKEN (1UL)

#define CKA_PRIVATE (2UL)

#define CKA_LABEL (3UL)

#define CKA_APPLICATION (0x10UL)
#define CKA_VALUE (0x11UL)

#define CKA_OBJECT_ID (0x12UL)
#define CKA_CERTIFICATE_TYPE (0x80UL)
#define CKA_ISSUER (0x81UL)

#define CKA_SERIAL_NUMBER (0x82UL)
#define CKA_AC_ISSUER (0x83UL)
#define CKA_OWNER (0x84UL)

#define CKA_ATTR_TYPES (0x85UL)
#define CKA_TRUSTED (0x86UL)

#define CKA_CERTIFICATE_CATEGORY (0x87UL)
#define CKA_JAVA_MIDP_SECURITY_DOMAIN (0x88UL)
#define CKA_URL (0x89UL)

#define CKA_HASH_OF_SUBJECT PUBLIC_KEY (0x8aUL)
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CKA_HASH_OF_ISSUER_PUBLIC_KEY (0x8bUL)
CKA_CHECK_VALUE (0x90UL)
CKA_KEY_TYPE (0x100UL)
CKA_SUBJECT (0x101UL)
CKA_ID (0x102UL)
CKA_SENSITIVE (0x103UL)
CKA_ENCRYPT (0x104UL)
CKA_DECRYPT (0x105UL)
CKA_WRAP (0x106UL)
CKA_UNWRAP (0x107UL)
CKA_SIGN (0x108UL)
CKA_SIGN_RECOVER  (0x109UL)
CKA_VERIFY (0x10aUL)
CKA_VERIFY_ RECOVER  (0x10bUL)
CKA_DERIVE (0x10cUL)
CKA_START _DATE (0x110UL)
CKA_END_DATE (0x111UL)
CKA_MODULUS (0x120UL)
CKA_MODULUS_BITS  (0x121UL)
CKA_PUBLIC_EXPONENT  (0x122UL)
CKA_PRIVATE_EXPONENT  (0x123UL)
CKA_PRIME_1 (0x124UL)
CKA_PRIME_2 (0x125UL)
CKA_EXPONENT 1 (0x126UL)
CKA_EXPONENT 2 (0x127UL)
CKA_COEFFICIENT (0x128UL)
CKA_PRIME (0x130UL)
CKA_SUBPRIME (0x131UL)
CKA_BASE (0x132UL)
CKA_PRIME_BITS (0x133UL)
CKA_SUB_PRIME_BITS  (0x134UL)
CKA_VALUE_BITS (0x160UL)
CKA_VALUE_LEN (0x161UL)
CKA_EXTRACTABLE (0x162UL)
CKA_LOCAL (0x163UL)
CKA_NEVER_EXTRACTABLE  (0x164UL)
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#define CKA_ALWAYS_SENSITIVE (0x165UL)
#define CKA_KEY_GEN_MECHANISM (0x166UL)

#define CKA_MODIFIABLE (0x170UL)
#define CKA_ECDSA_PARAMS (0x180UL)
#define CKA_EC_PARAMS (0x180UL)
#define CKA_EC_POINT (0x181UL)

#define CKA_SECONDARY_AUTH (0x200UL)

#define CKA_AUTH_PIN_FLAGS (0x201UL)

#define CKA_ALWAYS_AUTHENTICATE (0x202UL)
#define CKA_WRAP_WITH_TRUSTED (0x210UL)
#define CKA_GOSTR3410_PARAMS  (0x250UL)

#define CKA_GOSTR3411_PARAMS  (0x251UL)

#define CKA_GOST28147_PARAMS  (0x252UL)

#define CKA_HW_FEATURE_TYPE (0x300UL)

#define CKA_RESET_ON_INIT (0x301UL)

#define CKA_HAS_RESET (0x302UL)

#define CKA_PIXEL_X (0x400UL)

#define CKA_PIXEL_Y (0x401UL)

#define CKA_RESOLUTION (0x402UL)

#define CKA_CHAR_ROWS (0x403UL)

#define CKA_CHAR_COLUMNS (0x404UL)

#define CKA_COLOR (0x405UL)

#define CKA_BITS_PER_PIXEL (0x406UL)

#define CKA_CHAR_SETS (0x480UL)

#define CKA_ENCODING_METHODS (0x481UL)
#define CKA_MIME_TYPES (0x482UL)

#define CKA_MECHANISM_TYPE (0x500UL)

#define CKA_REQUIRED_CMS_ATTRIBUTES (0x501UL)
#define CKA_DEFAULT_CMS_ATTRIBUTES (0x502UL)
#define CKA_SUPPORTED_CMS_ATTRIBUTES (0x503UL)
#define CKA_WRAP_TEMPLATE (CKF_ARRAY_ATTRIBUTE | 0x211UL)
#define CKA_UNWRAP_TEMPLATE (CKF_ARRAY_ATTRIBUTE | 0x212UL)
#define CKA_OTP_FORMAT (0x220UL)

#define CKA_OTP_LENGTH (0x221UL)

#define CKA_OTP_TIME_INTERVAL (0x222UL)

#define CKA_OTP_USER_FRIENDLY_MODE (0x223UL)
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#define CKA_OTP_CHALLENGE_REQUIREMENT (0x224UL)
#define CKA_OTP_TIME_REQUIREMENT (0x225UL)
#define CKA_OTP_COUNTER_REQUIREMENT (0x226UL)
#define CKA_OTP_PIN_REQUIREMENT (0x227UL)
#define CKA_OTP_USER_IDENTIFIER (0x22AUL)

#define CKA_OTP_SERVICE_IDENTIFIER (0x22BUL)
#define CKA_OTP_SERVICE_LOGO (0x22CUL)

#define CKA_OTP_SERVICE_LOGO_TYPE (0x22DUL)

#define CKA_OTP_COUNTER (0x22EUL)

#define CKA_OTP_TIME (0x22FUL)

#define CKA_ALLOWED_MECHANISMS (CKF_ARRAY_ATTRIBUTE | 0x600U
L)

#define CKA_VENDOR_DEFINED (1UL << 31)

struct ck_attribute

{
ck_attribute_type_t type;
void *value;

unsigned long value_len;

I

struct ck_date

{
unsigned char year[4];
unsigned char month[2];

unsigned char day[2];
|5
typedef unsigned long ck_mechanism_type_t;
#define CKM_RSA_PKCS_KEY_PAIR_GEN (0UL)

#define CKM_RSA_PKCS (1UL)
#define CKM_RSA_9796 (2UL)
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CKM_RSA_X_509 (3UL)
CKM_MD2_RSA_PKCS  (4UL)
CKM_MD5_RSA_PKCS  (5UL)
CKM_SHA1_RSA_PKCS  (6UL)
CKM_RIPEMD128_RSA_PKCS  (7UL)
CKM_RIPEMD160_RSA_PKCS  (8UL)
CKM_RSA_PKCS_OAEP  (9UL)
CKM_RSA_X9_31_KEY _PAIR_GEN (0xaUL)
CKM_RSA_X9_31 (0xbUL)
CKM_SHA1_RSA_X9_31  (0xcUL)
CKM_RSA_PKCS_PSS  (0xdUL)

CKM_SHA1_RSA_PKCS_PSS  (0xeUL)
CKM_DSA_KEY_PAIR_GEN  (0x10UL)
CKM_DSA (0x11UL)
CKM_DSA_SHA1 (0x12UL)
CKM_DSA_SHA224 (0x13UL)
CKM_DSA_SHA256 (0x14UL)
CKM_DSA_SHA384 (0x15UL)
CKM_DSA_SHA512 (0x16UL)
CKM_DH_PKCS_KEY_PAIR_GEN (0x20UL)

CKM_DH_PKCS_DERIVE  (0x21UL)
CKM_X9_42_DH_KEY_PAIR_GEN (0x30UL)
CKM_X9_42 DH_DERIVE  (0x31UL)
CKM_X9_42_DH_HYBRID_DERIVE (0x32UL)
CKM_X9_42 MQV_DERIVE  (0x33UL)
CKM_SHA256_RSA_PKCS  (0x40UL)
CKM_SHA384 RSA_PKCS  (0x41UL)
CKM_SHA512_RSA_PKCS  (0x42UL)
CKM_SHA256_RSA_PKCS_PSS  (0x43UL)
CKM_SHA384 RSA_PKCS_PSS  (0x44UL)
CKM_SHA512 RSA_PKCS_PSS  (0x45UL)
CKM_SHA224 RSA_PKCS  (0x46UL)
CKM_SHA224 RSA_PKCS_PSS  (0x47UL)
CKM_RC2_KEY_GEN (0x100UL)
CKM_RC2_ECB (0x101UL)
CKM_RC2_CBC (0x102UL)
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#define CKM_RC2_MAC (0x103UL)

#define CKM_RC2_MAC_GENERAL (0x104UL)
#define CKM_RC2_CBC_PAD (0x105UL)
#define CKM_RC4_KEY_GEN (0x110UL)
#define CKM_RC4 (0x111UL)

#define CKM_DES_KEY_GEN (0x120UL)
#define CKM_DES_ECB (0x121UL)

#define CKM_DES_CBC (0x122UL)

#define CKM_DES_MAC (0x123UL)

#define CKM_DES_MAC_GENERAL (0x124UL)
#define CKM_DES_CBC_PAD (0x125UL)
#define CKM_DES2_KEY_GEN (0x130UL)
#define CKM_DES3_KEY_GEN (0x131UL)

#define CKM_DES3 ECB (0x132UL)
#define CKM_DES3 CBC (0x133UL)
#define CKM_DES3_MAC (0x134UL)

#define CKM_DES3_MAC_GENERAL (0x135UL)
#define CKM_DES3_CBC_PAD (0x136UL)

#define CKM_DES3_CMAC (0x138UL)
#define CKM_CDMF_KEY_GEN (0x140UL)
#define CKM_CDMF_ECB (0x141UL)
#define CKM_CDMF_CBC (0x142UL)
#define CKM_CDMF_MAC (0x143UL)

#define CKM_CDMF_MAC_GENERAL (0x144UL)
#define CKM_CDMF_CBC_PAD (0x145UL)
#define CKM_MD2 (0x200UL)

#define CKM_MD2_HMAC (0x201UL)

#define CKM_MD2_HMAC_GENERAL (0x202UL)
#define CKM_MD5 (0x210UL)

#define CKM_MD5_HMAC (0x211UL)

#define CKM_MD5_HMAC_GENERAL (0x212UL)
#define CKM_SHA 1 (0x220UL)

#define CKM_SHA_1_HMAC (0x221UL)
#define CKM_SHA_1_HMAC_GENERAL (0x222UL)
#define CKM_RIPEMD128 (0x230UL)

#define CKM_RIPEMD128_HMAC  (0x231UL)
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CKM_RIPEMD128_HMAC_GENERAL (0x232UL)
CKM_RIPEMD160 (0x240UL)
CKM_RIPEMD160_HMAC  (0x241UL)
CKM_RIPEMD160_HMAC_GENERAL (0x242UL)
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CKM_SHA256

CKM_SHA224

CKM_SHA384

CKM_SHA512

CKM_SHA256_
CKM_SHA256_

CKM_SHA224
CKM_SHA224

CKM_SHA384_
CKM_SHA384_

CKM_SHA512_
CKM_SHA512_
CKM_CAST_KEY_GEN
CKM_CAST_ECB
CKM_CAST_CBC
CKM_CAST_MAC
CKM_CAST_MAC_GENERAL
CKM_CAST_CBC_PAD
CKM_CAST3_KEY_GEN
CKM_CAST3_ECB
CKM_CAST3_CBC
CKM_CAST3_MAC
CKM_CAST3_MAC_GENERAL
CKM_CAST3_CBC_PAD
CKM_CAST5_KEY_GEN
CKM_CAST128_KEY_GEN
CKM_CAST5_ECB
CKM_CAST128_ECB
CKM_CAST5_CBC
CKM_CAST128_CBC
CKM_CAST5_MAC
#define CKM_CAST128_MAC

(0x250UL)
HMAC (0x251UL)
HMAC_GENERAL  (0x252UL)
(0x255UL)
HMAC (0x256UL)
HMAC_GENERAL  (0x257UL)
(0x260UL)
HMAC (0x261UL)
HMAC_GENERAL  (0x262UL)
(0x270UL)

HMAC (0x271UL)
HMAC_GENERAL  (0x272UL)
(0x300UL)

(0x301UL)
(0x302UL)
(0x303UL)
(0x304UL)
(0x305UL)
(0x310UL)
(0x311UL)
(0x312UL)
(0x313UL)
(0x314UL)
(0x315UL)
(0x320UL)
(0x320UL)
(0x321UL)
(0x321UL)
(0x322UL)
(0x322UL)
(0x323UL)
(0x323UL)
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CKM_CAST5_MAC_GENERAL  (0x324UL)
CKM_CAST128_MAC_GENERAL  (0x324UL)
CKM_CAST5_CBC_PAD  (0x325UL)
CKM_CAST128 CBC_PAD  (0x325UL)
CKM_RC5_KEY_GEN (0x330UL)
CKM_RC5_ECB (0x331UL)

CKM_RC5_CBC (0x332UL)

CKM_RC5_MAC (0x333UL)
CKM_RC5_MAC_GENERAL  (0x334UL)
CKM_RC5_CBC_PAD (0x335UL)
CKM_IDEA_KEY_GEN  (0x340UL)
CKM_IDEA_ECB (0x341UL)
CKM_IDEA_CBC (0x342UL)
CKM_IDEA_MAC (0x343UL)
CKM_IDEA_MAC_GENERAL  (0x344UL)
CKM_IDEA_CBC_PAD  (0x345UL)
CKM_GENERIC_SECRET KEY_GEN (0x350UL)
CKM_CONCATENATE_BASE_AND_KEY (0x360UL)
CKM_CONCATENATE_BASE_AND_DATA (0x362UL)
CKM_CONCATENATE_DATA_AND_BASE (0x363UL)
CKM_XOR_BASE_AND_DATA  (0x364UL)
CKM_EXTRACT _KEY_FROM_KEY (0x365UL)
CKM_SSL3_PRE_MASTER_KEY_GEN (0x370UL)
CKM_SSL3_MASTER_KEY_DERIVE (0x371UL)
CKM_SSL3_KEY_AND_MAC_DERIVE (0x372UL)
CKM_SSL3_MASTER_KEY_DERIVE_DH (0x373UL)
CKM_TLS_PRE_MASTER_KEY_GEN (0x374UL)
CKM_TLS_MASTER_KEY_DERIVE (0x375UL)
CKM_TLS_KEY_AND_MAC_DERIVE (0x376UL)
CKM_TLS_MASTER_KEY_DERIVE_DH (0x377UL)
CKM_SSL3_MD5_MAC  (0x380UL)
CKM_SSL3_SHA1_MAC  (0x381UL)
CKM_MD5_KEY_DERIVATION  (0x390UL)
CKM_MD2_KEY_DERIVATION  (0x391UL)
CKM_SHA1_KEY_DERIVATION  (0x392UL)
CKM_PBE_MD2_DES_CBC  (0x3a0UL)
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(0x3a1UL)
(0x3a2UL)
(0x3a3UL)
(0x3a4UL)

CKM_PBE_MD5_DES_CBC
CKM_PBE_MD5_CAST _CBC
CKM_PBE_MD5_CAST3_CBC
CKM_PBE_MD5_CAST5_CBC
CKM_PBE_MD5_CAST128 CBC  (0x3a4UL)
CKM_PBE_SHA1_CAST5_CBC  (0x3a5UL)
CKM_PBE_SHA1_CAST128_CBC (0x3a5UL)
CKM_PBE_SHA1_RC4_128  (0x3a6UL)
CKM_PBE_SHA1 RC4 40  (0x3a7UL)
CKM_PBE_SHA1_DES3_EDE_CBC (0x3a8UL)
CKM_PBE_SHA1_DES2_EDE_CBC (0x3a9UL)
CKM_PBE_SHA1_RC2_128 CBC (0x3aaUL)
CKM_PBE_SHA1_RC2_40_CBC  (0x3abUL)
CKM_PKCS5_PBKD2 (0x3bOUL)
CKM_PBA_SHA1_WITH_SHA1_HMAC (0x3cOUL)
CKM_KEY_WRAP_LYNKS  (0x400UL)
CKM_KEY_WRAP_SET OAEP  (0x401UL)
CKM_SKIPJACK_KEY_GEN  (0x1000UL)

CKM_SKIPJACK_ECB64
CKM_SKIPJACK_CBC64
CKM_SKIPJACK_OFB64
CKM_SKIPJACK_CFB64
CKM_SKIPJACK_CFB32
CKM_SKIPJACK_CFB16
CKM_SKIPJACK_CFBS

CKM_SKIPJACK_WRAP

(0x1001UL)
(0x1002UL)
(0x1003UL)
(0x1004UL)
(0x1005UL)
(0x1006UL)

(0x1007UL)
(0x1008UL)

CKM_SKIPJACK_PRIVATE_WRAP (0x1009UL)
CKM_SKIPJACK_RELAYX  (0x100aUL)
CKM_KEA_KEY_PAIR_GEN  (0x1010UL)
CKM_KEA_KEY_DERIVE  (0x1011UL)
CKM_FORTEZZA_TIMESTAMP  (0x1020UL)
CKM_BATON_KEY_GEN  (0x1030UL)
CKM_BATON_ECB128  (0x1031UL)
CKM_BATON_ECB96 (0x1032UL)
CKM_BATON_CBC128  (0x1033UL)
CKM_BATON_COUNTER  (0x1034UL)
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#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

CKM_BATON_SHUFFLE  (0x1035UL)
CKM_BATON_WRAP (0x1036UL)
CKM_ECDSA_KEY_PAIR_GEN  (0x1040UL)
CKM_EC_KEY_PAIR_GEN  (0x1040UL)
CKM_ECDSA (0x1041UL)
CKM_ECDSA_SHA1 (0x1042UL)
CKM_ECDSA_SHA224  (0x1043UL)
CKM_ECDSA_SHA256  (0x1044UL)
CKM_ECDSA_SHA384  (0x1045UL)
CKM_ECDSA_SHA512  (0x1046UL)
CKM_ECDH1_DERIVE  (0x1050UL)
CKM_ECDH1_COFACTOR_DERIVE (0x1051UL)
CKM_ECMQV_DERIVE  (0x1052UL)
CKM_JUNIPER_KEY_GEN  (0x1060UL)
CKM_JUNIPER_ECB128  (0x1061UL)
CKM_JUNIPER_CBC128  (0x1062UL)
CKM_JUNIPER_COUNTER  (0x1063UL)
CKM_JUNIPER_SHUFFLE  (0x1064UL)
CKM_JUNIPER_WRAP  (0x1065UL)
CKM_FASTHASH (0x1070UL)
CKM_AES_KEY_GEN (0x1080UL)
CKM_AES_ECB (0x1081UL)
CKM_AES_CBC (0x1082UL)
CKM_AES_MAC (0x1083UL)
CKM_AES_MAC_GENERAL  (0x1084UL)
CKM_AES_CBC_PAD (0x1085UL)
CKM_AES_CTR (0x1086UL)
CKM_AES_GCM (0x1087UL)
CKM_AES_CCM (0x1088UL)
CKM_AES_CTS (0x1089UL)
CKM_AES_CMAC (0x108AUL)
CKM_BLOWFISH_KEY GEN  (0x1090UL)
CKM_BLOWFISH_CBC (0x1091UL)
CKM_TWOFISH_KEY_GEN (0x1092UL)
CKM_TWOFISH_CBC (0x1093UL)
CKM_DES_ECB_ENCRYPT_DATA (0x1100UL)
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#define CKM_DES_CBC_ENCRYPT_DATA (0x1101UL)

#define CKM_DES3_ECB_ENCRYPT_DATA (0x1102UL)

#define CKM_DES3_CBC_ENCRYPT_DATA (0x1103UL)

#define CKM_AES_ECB_ENCRYPT _DATA (0x1104UL)

#define CKM_AES_CBC_ENCRYPT_DATA (0x1105UL)

#define CKM_GOSTR3410_KEY_PAIR_GEN (0x1200UL)

#define CKM_GOSTR3410 (0x1201UL)

#define CKM_GOSTR3410_WITH_GOSTR3411 (0x1202UL)

#define CKM_GOSTR3410_KEY_WRAP (0x1203UL)

#define CKM_GOSTR3410_DERIVE  (0x1204UL)

#define CKM_GOSTR3410_512_KEY_PAIR_GEN (CK_VENDOR_PKCS11_RU_TEA
M_TK26 | 0x005)

#define CKM_GOSTR3410_512 (CK_VENDOR_PKCS11_RU_TEAM_TK26 | 0x006)
#define CKM_GOSTR3410_12_DERIVE (CK_VENDOR_PKCS11_RU_TEAM_TK26
| 0x007)

#define CKM_GOSTR3410_WITH_GOSTR3411_12_256 (CK_VENDOR_PKCS11_RU
_TEAM_TK26 | 0x008)

#define CKM_GOSTR3410_WITH_GOSTR3411_12_512 (CK_VENDOR_PKCS11_RU
_TEAM_TK26 | 0x009)

#define CKM_GOSTR3411 (0x1210UL)

#define CKM_GOSTR3411_HMAC (0x1211UL)

#define CKM_GOSTR3411_12_256 (CK_VENDOR_PKCS11_RU_TEAM_TK26 | 0x0
12)

#define CKM_GOSTR3411_12_512 (CK_VENDOR_PKCS11_RU_TEAM_TK26 | 0x0
13)

#define CKM_GOSTR3411_12_256_HMAC (CK_VENDOR_PKCS11_RU_TEAM_TK2
6 | 0x014)

#define CKM_GOSTR3411_12_512_HMAC (CK_VENDOR_PKCS11_RU_TEAM_TK2
6 | 0x015)

#define CKM_GOST28147 KEY_GEN  (0x1220UL)

#define CKM_GOST28147_ECB (0x1221UL)

#define CKM_GOST28147 (0x1222UL)

#define CKM_GOST28147_MAC (0x1223UL)

#define CKM_GOST28147_KEY WRAP (0x1224UL)

#define CKM_DSA_PARAMETER_GEN (0x2000UL)
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#define CKM_DH_PKCS_PARAMETER_GEN (0x2001UL)
#define CKM_X9_42_DH_PARAMETER_GEN (0x2002UL)
#define CKM_AES_KEY_WRAP (0x2109UL)

#define CKM_VENDOR_DEFINED (1UL << 31)

struct ck_mechanism

{
ck_mechanism_type_t mechanism;
void *parameter;

unsigned long parameter_len;

I

struct ck_mechanism_info

{
unsigned long min_key_size;
unsigned long max_key_size;
ck_flags_t flags;

|5

#define CKF_HW (1UL << 0)

#define CKF_ENCRYPT (1UL << 8)

#define CKF_DECRYPT (1UL << 9)

#define CKF_DIGEST (1UL << 10)

#define CKF_SIGN (1UL << 11)

#define CKF_SIGN_RECOVER (1UL << 12)
#define CKF_VERIFY (1UL << 13)

#define CKF_VERIFY_RECOVER (1UL << 14)
#define CKF_GENERATE (1UL << 15)
#define CKF_GENERATE_KEY_PAIR (1UL << 16)
#define CKF_WRAP (1UL << 17)

#define CKF_UNWRAP (1UL << 18)
#define CKF_DERIVE (1UL << 19)

#define CKF_EXTENSION (1UL << 31)
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#define CKF_EC_F P (1UL << 20)

#define CKF_EC_F 2M (1UL << 21)
#define CKF_EC_ECPARAMETERS (1UL << 22)
#define CKF_EC_NAMEDCURVE (1UL << 23)
#define CKF_EC_UNCOMPRESS (1UL << 24)
#define CKF_EC_COMPRESS (1UL << 25)

I* Flags for C_WaitForSlotEvent. */
#define CKF_DONT_BLOCK (1UL)

I* Flags for Key derivation */

#define CKD_NULL (0x1UL)
#define CKD_SHA1_KDF (0x2UL)
#define CKD_SHA224_KDF (0x5UL)
#define CKD_SHA256_KDF (0x6UL)
#define CKD_SHA384_KDF (0x7UL)
#define CKD_SHA512_KDF (0x8UL)

typedef struct CK_ECDH1_DERIVE_PARAMS {
unsigned long kdf;
unsigned long ulSharedDatal.en;
unsigned char * pSharedData;
unsigned long ulPublicDatal.en;

unsigned char * pPublicData;
} CK_ECDH1_DERIVE_PARAMS;

typedef struct CK_ECMQV_DERIVE_PARAMS {
unsigned long kdf;
unsigned long ulSharedDatal.en;
unsigned char * pSharedData;
unsigned long ulPublicDatalen;
unsigned char * pPublicData;
unsigned long ulPrivateDatal.en;
CK_OBJECT_HANDLE hPrivateData;
unsigned long ulPublicDatalen2;
unsigned char * pPublicData2;
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CK_OBJECT_HANDLE publicKey;
} CK_ECMQV_DERIVE_PARAMS;

typedef unsigned long ck_rsa_pkes_mgf type_t;
typedef unsigned long CK_RSA_PKCS_OAEP_SOURCE_TYPE;

typedef struct CK_RSA_PKCS_OAEP_PARAMS {
CK_MECHANISM_TYPE hashAlg;
CK_RSA_PKCS_MGF_TYPE mgf;
CK_RSA_PKCS_OAEP_SOURCE_TYPE source;
void *pSourceData;

unsigned long ulSourceDatal.en;
} CK_RSA_PKCS_OAEP_PARAMS;

typedef struct CK_RSA_PKCS_PSS_PARAMS {
ck_mechanism_type_t hashAlg;
CK_RSA_PKCS_MGF_TYPE mgf;
unsigned long sLen;

} CK_RSA_PKCS_PSS_PARAMS;

#define CKG_MGF1_SHA1 (0x00000001UL)
#define CKG_MGF1_SHA224  (0x00000005UL)
#define CKG_MGF1_SHA256  (0x00000002UL)
#define CKG_MGF1_SHA384  (0x00000003UL)
#define CKG_MGF1_SHA512  (0x00000004UL)

#define CKZ_DATA_SPECIFIED (0x00000001UL)

typedef struct CK_GCM_PARAMS {
void * plv;
unsigned long ullvLen;
unsigned long ullvBits;
void * pAAD:;
unsigned long ulAADLen;
unsigned long ulTagBits;

} CK_GCM_PARAMS;
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typedef unsigned long ck_rv_t;

typedef ck_rv_t (*ck_notify_t) (ck_session_handle_t session,

ck_notification_t event, void *application);

/* Forward reference. */

struct ck_function_list;

#define _CK_DECLARE_FUNCTION(name, args) ¥
typedef ck_rv_t (*CK_ ## name) args; ¥
ck_rv_t CK_SPEC name args

_CK_DECLARE_FUNCTION (C_Initialize, (void *init_args));
_CK _DECLARE_FUNCTION (C_Finalize, (void *reserved));
_CK_DECLARE_FUNCTION (C_GetlInfo, (struct ck_info *info));
_CK _DECLARE_FUNCTION (C_GetFunctionList,

(struct ck_function_list **function_list));

_CK_DECLARE_FUNCTION (C_GetSlotList,

(unsigned char token_present, ck_slot_id_t *slot_list,

unsigned long *count));
_CK_DECLARE_FUNCTION (C_GetSlotInfo,

(ck_slot_id_t slot_id, struct ck_slot_info *info));
_CK_DECLARE_FUNCTION (C_GetTokenInfo,

(ck_slot_id_t slot_id, struct ck_token_info *info));
_CK_DECLARE_FUNCTION (C_WaitForSlotEvent,

(ck_flags_t flags, ck_slot_id_t *slot, void *reserved));
_CK_DECLARE_FUNCTION (C_GetMechanismList,

(ck_slot_id_t slot_id,

ck_mechanism_type_t *mechanism_list,

unsigned long *count));
_CK _DECLARE_FUNCTION (C_GetMechanismInfo,

(ck_slot_id_t slot_id, ck_mechanism_type_t type,

struct ck_mechanism_info *info));
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_CK_DECLARE_FUNCTION (C_InitToken,

(ck_slot_id_t slot_id, unsigned char *pin,

unsigned long pin_len, unsigned char *label));
_CK_DECLARE_FUNCTION (C_InitPIN,

(ck_session_handle_t session, unsigned char *pin,

unsigned long pin_len));
_CK_DECLARE_FUNCTION (C_SetPIN,

(ck_session_handle_t session, unsigned char *old_pin,

unsigned long old_len, unsigned char *new_pin,

unsigned long new_len));

_CK_DECLARE_FUNCTION (C_OpenSession,

(ck_slot_id_t slot_id, ck_flags_t flags,

void *application, ck_notify_t notify,

ck_session_handle_t *session));
_CK_DECLARE_FUNCTION (C_CloseSession, (ck_session_handle_t session));
_CK_DECLARE_FUNCTION (C_CloseAllSessions, (ck_slot_id_t slot_id));
_CK _DECLARE_FUNCTION (C_GetSessionInfo,

(ck_session_handle_t session,

struct ck_session_info *info));
_CK_DECLARE_FUNCTION (C_GetOperationState,

(ck_session_handle_t session,

unsigned char *operation_state,

unsigned long *operation_state_len));
_CK_DECLARE_FUNCTION (C_SetOperationState,

(ck_session_handle_t session,

unsigned char *operation_state,

unsigned long operation_state_len,

ck_object_handle_t encryption_key,

ck_object_handle_t authentication_key));
_CK_DECLARE_FUNCTION (C_Login,

(ck_session_handle_t session, ck_user_type_t user_type,

unsigned char *pin, unsigned long pin_len));
_CK_DECLARE_FUNCTION (C_Logout, (ck_session_handle_t session));

_CK_DECLARE_FUNCTION (C_CreateObject,
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(ck_session_handle_t session,

struct ck_attribute *templ,

unsigned long count, ck_object_handle_t *object));
_CK_DECLARE_FUNCTION (C_CopyObject,

(ck_session_handle_t session, ck_object_handle_t object,

struct ck_attribute *templ, unsigned long count,

ck_object_handle_t *new_object));
_CK_DECLARE_FUNCTION (C_DestroyObject,

(ck_session_handle_t session,

ck_object_handle_t object));
_CK_DECLARE_FUNCTION (C_GetObjectSize,

(ck_session_handle_t session,

ck_object_handle_t object,

unsigned long *size));
_CK _DECLARE_FUNCTION (C_GetAttributeValue,

(ck_session_handle_t session,

ck_object_handle_t object,

struct ck_attribute *templ,

unsigned long count));
_CK_DECLARE_FUNCTION (C_SetAttributeValue,

(ck_session_handle_t session,

ck_object_handle_t object,

struct ck_attribute *templ,

unsigned long count));
_CK_DECLARE_FUNCTION (C_FindObjectsInit,

(ck_session_handle_t session,

struct ck_attribute *templ,

unsigned long count));
_CK_DECLARE_FUNCTION (C_FindObjects,

(ck_session_handle_t session,

ck_object_handle_t *object,

unsigned long max_object_count,

unsigned long *object_count));
_CK_DECLARE_FUNCTION (C_FindObjectsFinal,

(ck_session_handle_t session));
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_CK_DECLARE_FUNCTION (C_EncryptlInit,
(ck_session_handle_t session,
struct ck_mechanism *mechanism,
ck_object_handle_t key));
_CK_DECLARE_FUNCTION (C_Encrypt,
(ck_session_handle_t session,
unsigned char *data, unsigned long data_len,
unsigned char *encrypted_data,
unsigned long *encrypted_data_len));
_CK_DECLARE_FUNCTION (C_EncryptUpdate,
(ck_session_handle_t session,
unsigned char *part, unsigned long part_len,
unsigned char *encrypted_part,
unsigned long *encrypted_part_len));
_CK_DECLARE_FUNCTION (C_EncryptFinal,
(ck_session_handle_t session,
unsigned char *last_encrypted_part,

unsigned long *last_encrypted_part_len));

_CK_DECLARE_FUNCTION (C_DecryptInit,

(ck_session_handle_t session,

struct ck_mechanism *mechanism,

ck_object_handle_t key));
_CK_DECLARE_FUNCTION (C_Decrypt,

(ck_session_handle_t session,

unsigned char *encrypted_data,

unsigned long encrypted_data_len,

unsigned char *data, unsigned long *data_len));
_CK_DECLARE_FUNCTION (C_DecryptUpdate,

(ck_session_handle_t session,

unsigned char *encrypted_part,

unsigned long encrypted_part_len,

unsigned char *part, unsigned long *part_len));
_CK_DECLARE_FUNCTION (C_DecryptFinal,

(ck_session_handle_t session,

unsigned char *last_part,
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unsigned long *last_part_len));

_CK_DECLARE_FUNCTION (C_DigestInit,
(ck_session_handle_t session,
struct ck_mechanism *mechanism));
_CK_DECLARE_FUNCTION (C_Digest,
(ck_session_handle_t session,
unsigned char *data, unsigned long data_len,
unsigned char *digest,
unsigned long *digest_len));
_CK_DECLARE_FUNCTION (C_DigestUpdate,
(ck_session_handle_t session,
unsigned char *part, unsigned long part_len));
_CK_DECLARE_FUNCTION (C_DigestKey,
(ck_session_handle_t session, ck_object_handle_t key));
_CK_DECLARE_FUNCTION (C_DigestFinal,
(ck_session_handle_t session,
unsigned char *digest,

unsigned long *digest_len));

_CK_DECLARE_FUNCTION (C_SignInit,
(ck_session_handle_t session,
struct ck_mechanism *mechanism,
ck_object_handle_t key));
_CK_DECLARE_FUNCTION (C_Sign,
(ck_session_handle_t session,
unsigned char *data, unsigned long data_len,
unsigned char *signature,
unsigned long *signature_len));
_CK_DECLARE_FUNCTION (C_SignUpdate,
(ck_session_handle_t session,
unsigned char *part, unsigned long part_len));
_CK_DECLARE_FUNCTION (C_SignFinal,
(ck_session_handle_t session,
unsigned char *signature,

unsigned long *signature_len));
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_CK_DECLARE_FUNCTION (C_SignRecoverlnit,
(ck_session_handle_t session,
struct ck_mechanism *mechanism,
ck_object_handle_t key));
_CK_DECLARE_FUNCTION (C_SignRecover,
(ck_session_handle_t session,
unsigned char *data, unsigned long data_len,
unsigned char *signature,

unsigned long *signature_len));

_CK_DECLARE_FUNCTION (C_VerifylInit,

(ck_session_handle_t session,

struct ck_mechanism *mechanism,

ck_object_handle_t key));
_CK_DECLARE_FUNCTION (C_Verify,

(ck_session_handle_t session,

unsigned char *data, unsigned long data_len,

unsigned char *signature,

unsigned long signature_len));
_CK_DECLARE_FUNCTION (C_VerifyUpdate,

(ck_session_handle_t session,

unsigned char *part, unsigned long part_len));
_CK_DECLARE_FUNCTION (C_VerifyFinal,

(ck_session_handle_t session,

unsigned char *signature,

unsigned long signature_len));
_CK_DECLARE_FUNCTION (C_VerifyRecoverlnit,

(ck_session_handle_t session,

struct ck_mechanism *mechanism,

ck_object_handle_t key));
_CK_DECLARE_FUNCTION (C_VerifyRecover,

(ck_session_handle_t session,

unsigned char *signature,

unsigned long signature_len,

unsigned char *data,

unsigned long *data_len));

45



_CK_DECLARE_FUNCTION (C_DigestEncryptUpdate,
(ck_session_handle_t session,
unsigned char *part, unsigned long part_len,
unsigned char *encrypted_part,
unsigned long *encrypted_part_len));
_CK_DECLARE_FUNCTION (C_DecryptDigestUpdate,
(ck_session_handle_t session,
unsigned char *encrypted_part,
unsigned long encrypted_part_len,
unsigned char *part,
unsigned long *part_len));
_CK_DECLARE_FUNCTION (C_SignEncryptUpdate,
(ck_session_handle_t session,
unsigned char *part, unsigned long part_len,
unsigned char *encrypted_part,
unsigned long *encrypted_part_len));
_CK_DECLARE_FUNCTION (C_DecryptVerifyUpdate,
(ck_session_handle_t session,
unsigned char *encrypted_part,
unsigned long encrypted_part_len,
unsigned char *part,

unsigned long *part_len));

_CK_DECLARE_FUNCTION (C_GenerateKey,
(ck_session_handle_t session,
struct ck_mechanism *mechanism,
struct ck_attribute *templ,
unsigned long count,
ck_object_handle_t *key));
_CK_DECLARE_FUNCTION (C_GenerateKeyPair,
(ck_session_handle_t session,
struct ck_mechanism *mechanism,
struct ck_attribute *public_key_template,
unsigned long public_key_attribute_count,

struct ck_attribute *private_key_template,
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unsigned long private_key_attribute_count,
ck_object_handle_t *public_key,
ck_object_handle_t *private_key));
_CK_DECLARE_FUNCTION (C_WrapKey,
(ck_session_handle_t session,
struct ck_mechanism *mechanism,
ck_object_handle_t wrapping_key,
ck_object_handle_t key,
unsigned char *wrapped_key,
unsigned long *wrapped_key_len));
_CK_DECLARE_FUNCTION (C_UnwrapKey,
(ck_session_handle_t session,
struct ck_mechanism *mechanism,
ck_object_handle_t unwrapping_key,
unsigned char *wrapped_key,
unsigned long wrapped_key_len,
struct ck_attribute *templ,
unsigned long attribute_count,
ck_object_handle_t *key));
_CK_DECLARE_FUNCTION (C_DeriveKey,
(ck_session_handle_t session,
struct ck_mechanism *mechanism,
ck_object_handle_t base_key,
struct ck_attribute *templ,
unsigned long attribute_count,
ck_object_handle_t *key));

_CK_DECLARE_FUNCTION (C_SeedRandom,
(ck_session_handle_t session, unsigned char *seed,
unsigned long seed_len));
_CK_DECLARE_FUNCTION (C_GenerateRandom,
(ck_session_handle_t session,
unsigned char *random_data,

unsigned long random_len));

_CK_DECLARE_FUNCTION (C_GetFunctionStatus, (ck_session_handle_t session));
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_CK_DECLARE_FUNCTION (C_CancelFunction,

struct ck_function_list

{

struct ck_version version;

CK_C_Initialize C_Initialize;

CK_C_Finalize C_Finalize;

CK_C_GetInfo C_GetInfo;
CK_C_GetFunctionList C_GetFunctionList;
CK_C_GetSlotList C_GetSlotList;
CK_C_GetSlotInfo C_GetSlotInfo;
CK_C_GetTokenInfo C_GetTokenInfo;
CK_C_GetMechanismList C_GetMechanismlList;
CK_C_GetMechanismInfo C_GetMechanismInfo;
CK_C_InitToken C_InitToken;

CK_C_InitPIN C_InitPIN;

CK_C_SetPIN C_SetPIN;

CK_C_OpenSession C_OpenSession;
CK_C_CloseSession C_CloseSession;
CK_C_CloseAllSessions C_CloseAllSessions;
CK_C_GetSessionInfo C_GetSessionInfo;
CK_C_GetOperationState C_GetOperationState;
CK_C_SetOperationState C_SetOperationState;
CK_C_Login C_Login;

CK_C_Logout C_Logout;

CK_C_CreateObject C_CreateObject;
CK_C_CopyObject C_CopyObject;
CK_C_DestroyObject C_DestroyObject;
CK_C_GetObjectSize C_GetObjectSize;
CK_C_GetAttributeValue C_GetAttributeValue;
CK_C_SetAttributeValue C_SetAttributeValue;
CK_C_FindObjectsInit C_FindObjectsInit;
CK_C_FindObjects C_FindObjects;
CK_C_FindObjectsFinal C_FindObjectsFinal;
CK_C_EncryptInit C_EncryptInit;
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CK_C_Encrypt C_Encrypt;

CK_C_EncryptUpdate C_EncryptUpdate;
CK_C_EncryptFinal C_EncryptFinal;
CK_C_DecryptInit C_Decryptlnit;

CK_C_Decrypt C_Decrypt;

CK_C_DecryptUpdate C_DecryptUpdate;
CK_C_DecryptFinal C_DecryptFinal;
CK_C_DigestInit C_DigestInit;

CK_C_Digest C_Digest;

CK_C_DigestUpdate C_DigestUpdate;
CK_C_DigestKey C_DigestKey;
CK_C_DigestFinal C_DigestFinal;
CK_C_Signlnit C_Signlnit;

CK_C_Sign C_Sign;

CK_C_SignUpdate C_SignUpdate;
CK_C_SignFinal C_SignFinal;
CK_C_SignRecoverInit C_SignRecoverInit;
CK_C_SignRecover C_SignRecover;
CK_C_VerifyInit C_Verifylnit;

CK_C_Verify C_Verify;

CK_C_VerifyUpdate C_VerifyUpdate;
CK_C_VerifyFinal C_VerifyFinal;
CK_C_VerifyRecoverlnit C_VerifyRecoverlnit;
CK_C_VerifyRecover C_VerifyRecover;
CK_C_DigestEncryptUpdate C_DigestEncryptUpdate;
CK_C_DecryptDigestUpdate C_DecryptDigestUpdate;
CK_C_SignEncryptUpdate C_SignEncryptUpdate;
CK_C_DecryptVerifyUpdate C_DecryptVerifyUpdate;
CK_C_GenerateKey C_GenerateKey;
CK_C_GenerateKeyPair C_GenerateKeyPair;
CK_C_WrapKey C_WrapKey:;

CK_C_UnwrapKey C_UnwrapKey;
CK_C_DeriveKey C_DeriveKey:;
CK_C_SeedRandom C_SeedRandom;
CK_C_GenerateRandom C_GenerateRandom;
CK_C_GetFunctionStatus C_GetFunctionStatus;
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CK_C_CancelFunction C_CancelFunction;
CK_C_WaitForSlotEvent C_WaitForSlotEvent;

I

typedef ck_rv_t (*ck_createmutex_t) (void **mutex);

typedef ck_rv_t (*ck_destroymutex_t) (void *mutex);

typedef ck_rv_t (*ck_lockmutex_t) (void *mutex);

typedef ck_rv_t (*ck_unlockmutex_t) (void *mutex);

struct ck_c_initialize_args

{

ck_createmutex_t create_mutex;

ck_destroymutex_t destroy_mutex;

ck_lockmutex_t lock_mutex;

ck_unlockmutex_t unlock_mutex;

ck_flags_t flags;

void *reserved;

#define
#define

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

CKF_LIBRARY_CANT_CREATE_OS_THREADS (1UL << 0)
CKF_OS_LOCKING_OK (1IUL << 1)

CKR_OK (OUL)

CKR_CANCEL (1UL)
CKR_HOST_MEMORY (2UL)
CKR_SLOT_ID_INVALID (3UL)
CKR_GENERAL_ERROR (5UL)
CKR_FUNCTION_FAILED (6UL)
CKR_ARGUMENTS_BAD (7UL)
CKR_NO_EVENT (8UL)
CKR_NEED_TO_CREATE_THREADS (9UL)
CKR_CANT_LOCK (0xaUL)
CKR_ATTRIBUTE_READ_ONLY (0x10UL)
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#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

CKR_ATTRIBUTE_SENSITIVE (0x11UL)
CKR_ATTRIBUTE_TYPE_INVALID (0x12UL)
CKR_ATTRIBUTE_VALUE_INVALID (0x13UL)
CKR_DATA_INVALID (0x20UL)
CKR_DATA_LEN_RANGE (0x21UL)
CKR_DEVICE_ERROR (0x30UL)
CKR_DEVICE_MEMORY (0x31UL)
CKR_DEVICE_REMOVED (0x32UL)
CKR_ENCRYPTED_DATA_INVALID (0x40UL)
CKR_ENCRYPTED_DATA_LEN_RANGE (0x41UL)
CKR_FUNCTION_CANCELED (0x50UL)
CKR_FUNCTION_NOT_PARALLEL (0x51UL)
CKR_FUNCTION_NOT_SUPPORTED (0x54UL)
CKR_KEY_HANDLE_INVALID (0x60UL)
CKR_KEY_SIZE RANGE (0x62UL)
CKR_KEY_TYPE_INCONSISTENT (0x63UL)
CKR_KEY_NOT_NEEDED (0x64UL)
CKR_KEY_CHANGED (0x65UL)
CKR_KEY_NEEDED (0x66UL)
CKR_KEY_INDIGESTIBLE (0x67UL)
CKR_KEY_FUNCTION_NOT_PERMITTED (0x68UL)
CKR_KEY_NOT_WRAPPABLE (0x69UL)
CKR_KEY_UNEXTRACTABLE (0x6aUL)
CKR_MECHANISM_INVALID (0x70UL)
CKR_MECHANISM_PARAM_INVALID (0x71UL)
CKR_OBJECT_HANDLE_INVALID (0x82UL)
CKR_OPERATION_ACTIVE (0x90UL)
CKR_OPERATION_NOT_INITIALIZED (0x91UL)
CKR_PIN_INCORRECT (0xaOUL)
CKR_PIN_INVALID (0xa1UL)
CKR_PIN_LEN_RANGE (0xa2UL)
CKR_PIN_EXPIRED (0xa3UL)
CKR_PIN_LOCKED (0xa4UL)
CKR_SESSION_CLOSED (0xbOUL)
CKR_SESSION_COUNT (0xb1UL)
CKR_SESSION_HANDLE_INVALID (0xb3UL)
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#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

CKR_SESSION_PARALLEL _NOT_SUPPORTED (0xb4UL)
CKR_SESSION_READ_ONLY (0xb5UL)
CKR_SESSION_EXISTS (0xb6UL)
CKR_SESSION_READ_ONLY_EXISTS (0xb7UL)
CKR_SESSION_READ_WRITE_SO_EXISTS (0xb8UL)
CKR_SIGNATURE_INVALID (0xcOUL)
CKR_SIGNATURE_LEN_RANGE (0xc1UL)
CKR_TEMPLATE_INCOMPLETE (0xdOUL)
CKR_TEMPLATE_INCONSISTENT (0xd1UL)
CKR_TOKEN_NOT_PRESENT (0xeOUL)
CKR_TOKEN_NOT_RECOGNIZED (0xe1UL)
CKR_TOKEN_WRITE_PROTECTED (0xe2UL)
CKR_UNWRAPPING_KEY_HANDLE_INVALID (0xfOUL)
CKR_UNWRAPPING_KEY_SIZE RANGE (0xf1UL)
CKR_UNWRAPPING_KEY_TYPE_INCONSISTENT (0xf2UL)
CKR_USER_ALREADY_LOGGED_IN (0x100UL)
CKR_USER_NOT_LOGGED_IN (0x101UL)
CKR_USER_PIN_NOT_INITIALIZED (0x102UL)
CKR_USER_TYPE_INVALID (0x103UL)
CKR_USER_ANOTHER_ALREADY_LOGGED_IN (0x104UL)
CKR_USER_TOO_MANY_TYPES (0x105UL)
CKR_WRAPPED_KEY_INVALID (0x110UL)
CKR_WRAPPED_KEY_LEN_RANGE (0x112UL)
CKR_WRAPPING_KEY_HANDLE_INVALID (0x113UL)
CKR_WRAPPING_KEY_SIZE_RANGE (0x114UL)
CKR_WRAPPING_KEY_TYPE_INCONSISTENT (0x115UL)
CKR_RANDOM_SEED_NOT_SUPPORTED (0x120UL)
CKR_RANDOM_NO_RNG (0x121UL)
CKR_DOMAIN_PARAMS_INVALID (0x130UL)
CKR_BUFFER_TOO_SMALL (0x150UL)
CKR_SAVED_STATE_INVALID (0x160UL)
CKR_INFORMATION_SENSITIVE (0x170UL)
CKR_STATE_UNSAVEABLE (0x180UL)
CKR_CRYPTOKI_NOT_INITIALIZED (0x190UL)
CKR_CRYPTOKI_ALREADY_INITIALIZED (0x191UL)
CKR_MUTEX _BAD (0x1a0UL)

52



#define CKR_MUTEX NOT_LOCKED (0x1a1UL)
#define CKR_FUNCTION_REJECTED (0x200UL)
#define CKR_VENDOR_DEFINED (1UL << 31)

/* Compatibility layer. */

#ifdef CRYPTOKI_COMPAT

#undef CK_DEFINE FUNCTION
#define CK_DEFINE_FUNCTION(retval, name) retval CK_SPEC name

/* For NULL. */
#include <stddef.h>

typedef unsigned char CK_BYTE;
typedef unsigned char CK_CHAR;
typedef unsigned char CK_UTF8CHAR;
typedef unsigned char CK_BBOOL;
typedef unsigned long int CK_ULONG:;
typedef long int CK_LONG;

typedef CK_BYTE *CK_BYTE_PTR;
typedef CK_CHAR *CK_CHAR_PTR;
typedef CK_UTF8CHAR *CK_UTFS8CHAR_PTR;
typedef CK_ULONG *CK_ULONG_PTR;
typedef void *CK_VOID_PTR;

typedef void **CK_VOID_PTR_PTR;
#define CK_FALSE 0

#define CK_TRUE 1

#ifndef CK_DISABLE_TRUE_FALSE
#ifndef FALSE

#define FALSE 0

#endif

#ifndef TRUE

#define TRUE 1

#endif
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#endif

typedef struct ck_version CK_VERSION;
typedef struct ck_version *CK_VERSION_PTR;

typedef struct ck_info CK_INFO;
typedef struct ck_info *CK_INFO_PTR;

typedef ck_slot_id_t *CK_SLOT_ID_PTR;

typedef struct ck_slot_info CK_SLOT_INFO;
typedef struct ck_slot_info *CK_SLOT_INFO_PTR;

typedef struct ck_token_info CK_TOKEN_INFO;
typedef struct ck_token_info *CK_TOKEN_INFO_PTR;

typedef ck_session_handle_t *CK_SESSION_HANDLE_PTR;

typedef struct ck_session_info CK_SESSION_INFO;
typedef struct ck_session_info *CK_SESSION_INFO_PTR;

typedef ck_object_handle_t *CK_OBJECT _HANDLE_PTR;

typedef ck_object_class_t *CK_OBJECT_CLASS_PTR;

typedef struct ck_attribute CK_ATTRIBUTE;
typedef struct ck_attribute *CK_ATTRIBUTE_PTR;

typedef struct ck_date CK_DATE;
typedef struct ck_date *CK_DATE_PTR;

typedef ck_mechanism_type_t *CK_MECHANISM_TYPE_PTR;

typedef ck_rsa_pkes_mgf type_t *CK_RSA_PKCS_MGF_TYPE_PTR;

typedef struct ck_mechanism CK_MECHANISM;
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typedef struct

typedef struct
typedef struct

typedef struct
typedef struct
typedef struct

typedef struct
typedef struct

ck_mechanism *CK_MECHANISM_PTR;

ck_mechanism _info CK._ MECHANISM_INFO;
ck_mechanism_info *CK_MECHANISM_INFO_PTR;

ck_function_list CK_FUNCTION_LIST;
ck_function_list *CK_FUNCTION_LIST_ PTR;
ck_function_list **CK_FUNCTION_LIST PTR_PTR;

ck_c_initialize_args CK_C_INITIALIZE_ARGS;
ck_c_initialize_args *CK_C_INITIALIZE_ARGS_PTR;

#define NULL_PTR NULL

/* Delete the helper macros defined at the top of the file. */
#undef ck_flags_t

#undef ck_version

#undef ck_info

#undef cryptoki_version

#undef manufacturer_id

#undef library_description

#undef library_version

#undef ck_notification_t
#undef ck_slot_id_t

#undef ck_slot_info

#undef slot_description

#undef hardware_version

#undef firmware version

#undef ck_token_info

#undef serial_number

#undef max_session_count

#undef session_count
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#undef max_rw_session_count
#undef rw_session_count
#undef max_pin_len

#undef min_pin_len

#undef total_public_memory
#undef free_public_memory
#undef total_private_memory
#undef free_private_memory

#undef utc_time

#undef ck_session_handle t
#undef ck_user_type_t
#undef ck_state_t

#undef ck_session_info
#undef slot_id

#undef device error

#undef ck_object_handle_t
#undef ck_object_class_t
#undef ck_hw_feature_type_t
#undef ck_key_type_t
#undef ck_certificate_type_t
#undef ck_attribute_type_t

#undef ck_attribute

#undef value

#undef value_len

#undef ck_date

#undef ck_mechanism_type_t

#undef ck_rsa_pkes_mgf type_t

#undef ck_mechanism
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#undef parameter

#undef parameter_len

#undef ck_mechanism_info
#undef min_key_size

#undef max_key_size

#undef ck_rv_t
#undef ck_notify_t

#undef ck_function_list

#undef ck_createmutex_t
#undef ck_destroymutex_t
#undef ck_lockmutex_t

#undef ck_unlockmutex_t

#undef ck_c_initialize_args
#undef create_mutex
#undef destroy_mutex
#undef lock_mutex
#undef unlock_mutex

#undef reserved

#endif /* CRYPTOKI_COMPAT */

/* System dependencies. */

#if defined(_ WIN32) || defined(CRYPTOKI_FORCE_WIN32)
#pragma pack(pop, cryptoki)

#endif

#if defined(__cplusplus)
}

#endif

#endif /* PKCS11_H */
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+ <Crypto API D5 >
R A A= A NpY ;-
CryptoAPI A > % 7 = —AD—HZ AWz 7 rnrn 75 AT9, JAHIS HPKI xf
JSIC T — RHA T4 2 Ver.3.0 IZHEWV ERL L TV E T, GhETSRLTIZS N,
Yo FNTFa s AOMAFIELZ, avr Ry M T R a~y RE2FETT
HZETHHTEET,

HPKISignSampleCrypto <CSP_Type> <FITLH> <PIN>

FXT A — R DFH

<CSP_Type> : B4 CSP 034" sign”. RIFH CSP 0¥34” auth”
<ETUH> : GEHERR 0L getcert”, FEHDOHH + "sign”
<PIN> : HPKI # — F ® PIN

Crypto API A > % 7 = — A% F|HTHEEIE, LTFOT m A X4 % HHLET,
® E1E4H : HPKI Crypto Service Provider for Non Repudiation
® E1F8FEAH : HPKI Crypto Service Provider for Authentication

* Crypto API OFHAIEMMED 7= ORERE
HPKI T, Crypto API COFMAEAMED =012, TEOEED —ENFEEIND Z
L2 TWET, I OEEFMATSZ T, HPKI A— RIZ7 7B A L, GEHZE

ST PR ZAT ) TN TEET,

(JAHIS HPKI %}iits IC 1 — K# A K7 A > Ver.3.0 5.2.3. Crypto API A > % 7 =

— A  # 5 Crypto API X v 5[H])

No | API#4 R

1 CryptAcquireContext oL T IO RLVEARTS

2 CryptReleaseContext T FON RVERRRT 5,

3 CryptGetProvParam CSP O /X7 A—Z DIEZETGT 5,

4 CryptSetProvParam CSP O /XF7 A—Z DIEZERET D,

5 CryptDestroyKey PEDOWFEZAIT O,

6 CryptGetKeyParam PO IRT A —2 DIEETIGT 5,

7 CryptGetUserKey o T FNOEN R ETET S,
8 CryptCreateHash Ny YAt TV NOEREIT,

9 CryptDestroyHash Ny YAt TV NOWEEIT,
10 CryptSetHashParam NV ad TV NOINT A= ERET D,
11 CryptSignHash Ny Y afEICELEIT D,
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ZNENDOREB OOV TIE, HPKI xtjis IC 71— A A RZ7 A4 Ver. 30 @

[5.2.3. Crypto API £ > % 7 = —Z] 2B LT &V,

BTN Ta ST A TORBEDTI

No. | JLERgEZE VBN 2R CryptoAPI OFI|

1 AEERS | KE ST a g Xl a7 FERE LT, 7 | CryptAcquireContext
RS ZAN BV BT 5,

2 a7 T OREFT 5 RSA 7 D/~ K | CryptGetUserKey
NERET D,

3 N RIS RET 2RI FAEE T — 4 | CryptGetKeyParam
DT =2 BHTIGT 5,

4 N ROVICATRET 2RI FGEE T — 4 | CryptGetKeyParam
DT —Z EWHT 5,
Ny RIVERIET D, CryptDestroyKey

6 TR FoNy RVERIET 5, CryptReleaseContext

B4 AL W7 manNg X a7 FaEELT, 7 | CryptAcquireContext

BN ZN RVETST 5,

8 a7 FORFFT S RSA ##X7 D K | CryptGetUserKey
NEIRET 5,

9 g~y RVICATRET A FIHEREET — % | CryptGetKeyParam
DT —Z Fa T 5,

10 g~y RVICATRET A FIHEREET — % | CryptGetKeyParam
DT —Z WG 5,

11 Ny ad TVl NDOER CryptCreateHash

12 BARNGT =2 Dy v a iz B (K%
YTNTIES I =T — FfER)

13 Ny T aF TVl NDONT A—=FEZFE | CryptSetHashParam

14 N Y AL BT T fEROT — 2 K | CryptSignHash
2T 5,

15 B4 H#ED PIN 3% ET 5, CryptSetProvParam

16 Ny Y aBIZEL AT o o R R %2 5T | CryptSignHash
Do

17 Ny VAt TV 7 MEEE CryptDestroyHash

18 Ny RIVERFET D, CryptDestroyKe

19 TR FoNy RVERIET 5, CryptReleaseContext
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YV — &3 — F <CryptoAPI 4 v % 7 = — ZF|H >

- HPKISignSampleCrypto.c

/* _____________________________________________________________________ */

/* FILE NAME : HPKISignSampleCrypto.c */

/* VERSION 1.0 */

/* DATE :2020/10/29 */

/* ..................................................................... */

* */
* INCLUDE */
* */

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <tchar.h>
#include <Windows.h>
#include <wincrypt.h>

I* */
I* DEFINITION */
I* */

#define APROVNAME TEXT("HPKI Crypto Service Provider for Authentication")
#define SPROVNAME TEXT("HPKI Crypto Service Provider for Non Repudiation")
#define HASHSIZE_SHA1 (160 / 8)

I* */
I* DEFINITIOIN OF PRIVATE FUNCTION */
I* */

[ 7a g AOFTHA ¥
void PrintUsage() {
printf("Usage : HPKISignSample <prov_type> <method> <pin>¥n");
printf("prov_type: auth | sign¥n");
printf("method: getcert | sign¥n");
printf("pin: HPKICard PIN¥n");
§

[* =T —RAERFOFE */
void printErrorAndExit(const char *f)

{
DWORD errorcode;
char errmsg[256];

errorcode = GetLastError();
FormatMessageA(
FORMAT MESSAGE_FROM_SYSTEM | FORMAT MESSAGE_IGNORE_INSE
RTS |
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FORMAT _MESSAGE_MAX_WIDTH_MASK,
NULL,
errorcode,
MAKELANGID(LANG_ENGLISH, SUBLANG_DEFAULT),
errmsg, sizeof(errmsg) / sizeof(TCHAR),
NULL);
printf("%s: 0x%08x (%s).¥n", f, errorcode, errmsg);

exit(EXIT_FAILURE);
}

[ &7 —2GERET —% ., BT —X) % 16 HEEFE R CHEMEN ) ¥/
void printHex(const BYTE* data, DWORD len, BOOL limit)
{

DWORD displen;

if (limit && len > 256)
displen = 256;
else
displen = len;
for (DWORD i = 0; i < displen; i++) {
printf("%02x", *(data + 1));
if G % 16 == 15 || 1 == displen - 1)
printf("¥n");
else
printf(" ");
H

if (displen < len)
printf("...¥n");

/*

getCert: F| 3 Gk B E UL i
PUF O FNETiEAEE ST 5,
Fua A N RIVEGE
RSA =7 DNy RIVEAS
A ET — & BUAG

BN RVAEE

T RNA BN RIVIRIL

* % ok X % % X

Ouk W=

*/

void getCert(LPCTSTR pProvName)
{
HCRYPTPROV hProv;
HCRYPTKEY hKey;
BYTE?* certData;
DWORD certLen;

rF Q) Ws7afZlar7FERELT, Ta 2y FVERGT 5, ¥

if (!CryptAcquireContext(&hProv, NULL, pProvName, PROV_RSA_FULL, 0)) {
printErrorAndExit("CryptAcquireContext");

61



}

1% (2) a7 ORFT 5 REABST O BAVETRGT D, */
if (!ICryptGetUserKey(hProv, AT_SIGNATURE, &hKey)) {

printErrorAndExit("CryptGetUserKey");
}

1* (3) > RVICHET DRIABFEAE T — 2 OF7 — X RE ST 5, */

certLen = 0;

if (ICryptGetKeyParam(hKey, KP_CERTIFICATE, NULL, &certLen, 0)) {
printErrorAndExit("CryptGetKeyParam(1)");

}

certData = malloc(certLen);

if (certData == NULL) {
printf("Not enough memory.¥n");
exit(EXIT_FAILURE);

H

1* (4) g~ ROVICHRET 2RIAEEAET — 2 O7 — 2 2 BS54 5, */

if (ICryptGetKeyParam(hKey, KP_CERTIFICATE, certData, &certLen, 0)) 1
printErrorAndExit("CryptGetKeyParam(2)");

H

printf("Certificate:¥n");
printHex(certData, certLen, FALSE);

free(certData);

1* (5) N RAEIEIES S, */
if (!CryptDestroyKey(hKey)) {

printErrorAndExit("CryptDestroyKey");
H

1% (6) T A EN RVERIKT D, */
if (!CryptReleaseContext(hProv, 0)) {
printErrorAndExit("CryptReleaseContext");
H
§

~
*

sign: 544 ALEE

DUFOFIETES ZFMT 5,
1. Zang Zonv RVESS

RSA 7 DN RVESS
AERAEE T — & B

N ad TV 27 MR
Ny Y a fHRRE
BT — X RS

PIN &% E

* % % %k X % % X %

NS oke W
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8. BAT — XS

9. Ny aF TV MEE
10. $E > RVRREE

11. 7u o XN RV

* % %k %

*/

void sign(LPCTSTR pProvName, const BYTE *pPinData, DWORD pinLen)
{

HCRYPTPROV hProv;

HCRYPTKEY hKey;

HCRYPTHASH hHash;

BYTE* certData;

DWORD certLen;

BYTE hashDatal[256];

BYTE* sigData;

DWORD siglen;

() Bs7ang a7 ERELT, 7anxgt Ay RLveRfGd 5, *
if (!CryptAcquireContext(&hProv, NULL, pProvName, PROV_RSA_FULL, 0)) {
printErrorAndExit("CryptAcquireContext");

}

1% (8) =T ORFFT 5 REABST O FAETRGT D, */

if (ICryptGetUserKey(hProv, AT_SIGNATURE, &hKey)) 1
printErrorAndExit("CryptGetUserKey");

J

1*(9) Y ROVITHRET 2RI HEFEAET — 2 O7 — 2 B2 ST 5, */

certLen = 0;

if (ICryptGetKeyParam(hKey, KP_CERTIFICATE, NULL, &certLen, 0)) {
printErrorAndExit("CryptGetKeyParam(1)");

H

certData = malloc(certLen);

if (certData == NULL) {
printf("Not enough memory.¥n");
exit(EXIT_FAILURE);

}

1 (10) g~y RVICHET 2RI HEFENET — X OF7 — 2 #8575, */

if (!CryptGetKeyParam(hKey, KP_CERTIFICATE, certData, &certLen, 0)) {
printErrorAndExit("CryptGetKeyParam(2)");

J

printf("Certificate:¥n");
printHex(certData, certLen, TRUE);

free(certData);

A1) Ny at T FOAERR */
if (!CryptCreateHash(hProv, CALG_SHA1, 0, 0, &hHash)) {
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printErrorAndExit("CryptCreateHash");
H

I* (12) BAXMBT —H DOy v afliz/Eik RV 7T I —F7— 2 i H) */
memset(hashData, 0xa5, HASHSIZE SHA1);

/¥ (13) "Ny ad TVl hOIRT A=K EERKE */

if (ICryptSetHashParam(hHash, HP_HASHVAL, hashData, 0)) 1
printErrorAndExit("CryptSetHashParam");

H

1* (14) Ny ¥ 2l BA BT RO T — 2 B2 ST 5, *

siglen = 0;

if (!CryptSignHash(hHash, AT_SIGNATURE, NULL, 0, NULL, &sigLen)) {
printErrorAndExit("CryptSignHash(1)");

H

/¥ (15) B4 D PIN Z2RET 5, */
if (!CryptSetProvParam(hProv, PP_SIGNATURE_PIN, pPinData, pinLen)) {
printErrorAndExit("CryptSetProvParam");

}

sigData = malloc(sigLen);

if (sigData == NULL) {
printf("Not enough memory.¥n");
exit(EXIT_FAILURE);

J

1 (16) ™y v afBIZ B T TR EBIGT 5, ¥

if (!CryptSignHash(hHash, AT_SIGNATURE, NULL, 0, sigData, &sigLen)) 1
printErrorAndExit("CryptSignHash(2)");

}

printf("Signature:¥n");
printHex(sigData, siglLen, FALSE);

free(sigData);

QT Ny ad TV MEFE ¥/
if (!CryptDestroyHash(hHash)) {
printErrorAndExit("CryptDestroyHash");

}

I+ (18) # > VAT L,
if (!CryptDestroyKey(hKey)) {

printErrorAndExit("CryptDestroyKey");
H

¥ (19) 7oA ZoNv RVEfRRT 5, */

if (!CryptReleaseContext(hProv, 0)) {
printErrorAndExit("CryptReleaseContext");
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}

¥

/* */
/* Start of main() */

/* */

int main(int arge, char *argvll)
{
LPCTSTR pProvName;
BYTE* pPin;
DWORD pinLen;

/* _____________________________________________________________________________________ */
@A) SIBoF -y */
/* _____________________________________________________________________________________ */
if (arge != 4)
{

printf("FEATHEANIELLS HV FHA, ¥n");

PrintUsage();

exit(EXIT_SUCCESS);
h

/* CSP &

* auth @ B #AEH CSP
* gign : ETEHHHH CSP

*/

switch (*argv[1]) {

case 'a"

case 'A"
pProvName
break;

case 's"

case 'S"
pProvName
break;

default:
printf("FE{T7/3T7 A —H <prov_type>NIELL HV FHA, ¥n");
PrintUsage();
exit(EXIT_FAILURE);
break;

}

/* PIN */
pPin = argv[3];
pinLen = strlen(argv[3]);

APROVNAME;

SPROVNAME;

/* ..................................................................................... */
/¥ (B) WLFRDIFELT */
/* _____________________________________________________________________________________ */
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/*
/*
/*

switch (*argv[2]) {
[* FEAEEAS */
case 'g'"
case 'G"
printf("FEERSALER BAAAY¥N");
getCert(pProvName);
printf("¥n FEERAFEE pRKEH¥n");
break;
[* B4 ¥
case 's"
case 'S"
printf("E 4 AL BHAA¥YN");
sign(pProvName, pPin, pinLen);
printf("¥n H4 L FZZI¥n");
break;
default:
printf("SE17/NT A —H <method>MNIELL H Y FHA, ¥n");
PrintUsage();
exit(EXIT_FAILURE);
break;
H

exit(EXIT_SUCCESS);

*/

End of main()

*/

*/
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2 EB N

* JAHIS 3£ 18-001 [JAHIS HPKI A& IC 71— F A A F 74 v Ver.3.0] 2018 5 H
https://www.jahis.jp/files/user/04_JAHIS%20standard/18-
001_JAHIS%20HPKI%E5%AF%BE%E5%BF%9CIC%E3%82%AB%E3%83%BC%E
3%83%89%E3%82%AC%E3%82%A4%E3%83%89%E3%83%A9%E3%82%A4%E3%
83%B3Ver.3.0.pdf
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